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Cile

e Zak vlastnimi slovy popise mozné problémy spojené s aktivitou vytvafeni a mazani uzivatelskych uéti béhem
kratkého ¢asového obdobi (napt. béhem 24 hodin).

Dovednosti

e 74k navrhne a aplikuje filtr pro vyhledani zdznami v ArcSight Loggeru souvisejici s vytvofenim a/nebo sma-
z4nim uzivatelskych ucta.
74k interpretuje vysledky vyhledavani.
74k identifikuje Géty, které byly vytvofeny a/nebo smazany béhem 24 hodin.
74k navrhne a aplikuje filtr a pravidla pro automatické vyhodnocovani udalosti v nastroji ArcSight ESM.

Pracovni prostiedi
Ulohu lze realizovat v prosttedi Cylab JCEKB

Pro praci budeme potiebovat nasledujici:

SCx! Replay Connector

ArcSight Logger

ArcSight ESM

Dokument ArcSight Categorization.xIsx
Dokument ArcSight CommonEventFormatV25.pdf

1 Za x dosat’te ¢islo SC, které vam bylo pfifazeno administratorem Cylabu.



1 Pribéh vyuky

Ptihlaste se v prostfedi Cylab do Replay Connectoru.

el A A

Opakovani z predchozi hodiny
Spust’te program ArcSight Replay Connector (zastupce na plose)
Piejdéte na kartu Replay
Pted spusténim provozu nastavte nasledujici parametry
a. Cast Logger: 100 udalosti za minutu
b. Céast ESM: 100 udalosti za minutu
Spust’'te ndsledujici provoz a nechte jej bézet — POZOR plati pouze pro Logger :
a. dhcp_3h.events
b. dns_3h.events
c. winc_3h.events
d. UCB3_User-Account/add_user.events
e. UC3_User-Account/del_user.events
Spust’'te nasledujici provoz a nechte jej bézet — POZOR plati pouze pro ESM:
a. dhcp_3h.events
b. dns_3h.events
c. winc_3h.events
pozn. Ostatni udalosti se budou zapinat postupné pii tvorbée pravidla.



2 Zadani

2.1 CAST Logger

1. Jaké uzivatelské ucty byly vytvoieny béhem poslednich 24 hodin?
e Postup:

o Hledame udalosti vytvoreni uzivatelského uctu.

o Dotaz + funkce ,,top* nebo ,,chart*

o CEF pole
= categoryBehavior | externalld | deviceEventClassld

e | =0R —> je mozné pouzit jedno z uvedenych

= destinationUserName = nazev vytvofeného uctu

o Microsoft Windows -> 4720: A user account was created

e Dotaz:

categoryBehavior = "/Authentication/Add" | top destinationUserName

= Spravna odpoveéd’: ceastwood, dhoffman, jdepp, jlopez, sstalone

2. Ktery uzivatel vytvofil tyto ucty?
= Postup:

o Hledame udalosti vytvoreni uzivatelského uctu.
»  Microsoft Windows -> 4720: A user account was created

o Dotaz + funkce ,,top“ nebo ,,chart*

o CEF pole
= categoryBehavior | externalld | deviceEventClassld
= destinationUserName = nazev vytvoieného aétu
= sourceUserName = nazev uzivatele ktery ucet vytvarel

= Dotaz:

categoryBehavior = "/Authentication/Add" | top destinationUserName, sourceUserName

= Spravna odpoveéd: Administrator

3. Na jakém serveru byly ucty vytvoreny?
= Postup:

o Hledame udalosti vytvoreni uzivatelského uctu.
= Microsoft Windows -> 4720: A user account was created

o Dotaz + funkce ,,top* nebo ,,chart*

o CEF pole
= categoryBehavior | externalld | deviceEventClassld
= destinationUserName = nazev vytvoteného uctu
= sourceUserName = nédzev uZzivatele ktery ucet vytvarel
= destinationHostName = na jakém serveru

= Dotaz:

categoryBehavior = "/Authentication/Add" | top destinationHostName, sourceUserName,
destinationHostName

= Spravna odpovéd’: dcl.cylab.lan



Pokrodilejsi:

4. Zjisti, jestli byl n¢jaky uzivatelsky ucet smazan béhem poslednich 24 hodin.
= Postup:
o Hledame udalosti smazani uzivatelského uctu.
= Microsoft Windows -> 4726: A user account was deleted
o Dotaz + funkce ,,top* nebo ,,chart*
o CEF pole
= categoryBehavior | externalld | deviceEventClassld
= sourceUserName = nazev uzivatele ktery smazal ucty
= destinationUserName = jaké ucty byly smazany
= destinationHostName = na jakém serveru

=  Dotaz:

categoryBehavior = "/Authentication/Delete" | top sourceUserName, destinationUserName,
destinationHostName

e Spravna odpovéd’: jdepp, ceastwood

5. VySetfi, jestli néktery z Géth neprovadél aktivitu Brute-Force Login.
e Postup:
o Hledame udalosti neuspésného piihlaseni uzivatele.
= Microsoft Windows -> 4625: An account failed to log on
o Dotaz + funkce ,,top* nebo ,,chart*
o CEF pole
= categoryBehavior | externalld | deviceEventClassld
= destinationUserName = nazev uZivatele
e Dotaz:

CategoryBehavior = /Authentication/Verify AND categoryOutcome = /Failure | top
destinationUserName

o Spravna odpovéd: Zadny tidet aktivitu Brute-Force Login neprovadél.



22 CAST ESM

1. Vytvorite pravidlo, které bude detekovat v realném Case vytvoreni a smazani uzivatelského G¢tu béhem 24 hodin.

2.2.1 Schéma pravidla

Events
Events

Conditions

Conditions

!L&em,z;:zrﬁ&a!ﬂ! MatchesFilter | |
| MatchesFilter Filter

Yes Yes

Active List

Add to Active List User Account Created } InActiveList

Actions TTL = 24hours/1day

Yes

Rule #1
User Account Created

Actions
Legenda Delete From Active List
Rule #2

Filter User Account Created And
Deleted

Within 24 hours
[]

D Active List V

2.2.2 Postup tvorby pravidla

1. Vytvofit Filtr #1 — User Account Created (samostatn¢)
a. Ucitel spusti provoz - UC3_User-Account/add_user.events
b. Funkénost filtru ovéfime pomoci Active Channel.
2. Vytvorit Active List #1 — User Account Created (s ucitelem)
3. Vytvotit Rule #1 — User Account Created (s ucitelem)
a. Aktivujeme pravidlo.
b. Ovétime, Ze se na Active Listu vytvorily zaznamy o vytvoienych uzivatelich.
4. Vytvofit Filtr #2 — User Account Deleted (samostatné)
a. Ucitel zastavi provoz - UC3_User-Account/add_user.events
b. Utitel spusti provoz - UC3_User-Account/del_user.events
C. Funk¢nost filtru ovéfime pres Active Channel.
5. Vytvorit Rule #2 — User Account Created And Deleted Within 24 Hours (s ucitelem)
a. Aktivujeme pravidlo.
b. Oveétime pomoci Active Channel vznik alerta.
c. Ovéfime, Ze se smazaly zaznamy smazanych uZivateld z Active Listu.
6. Uklid ESM.



Navod:
2.2.3 Filtr #1 — User Account Created

1. Vytvoiime novy filtr Filters -> SC/x/ s Filters -> KB[x] [Prijmeni] -> UC3_[Prijmeni]_User_Account_Cre-
ated
Attrbutes | Filter
- ] F||tE'

Edit ' Summary
& Event conditions

- Event

Category Behavior = [Authentication/Add
Type In (Base,Aggregated)

Pomoci Active Channel ovéfime funk¢nost filtru:

Active Channel: Total Events: 5 —
Start Time: 12 Dec 2021 04:09:14 CET . H :0
End Tim 12 Dec 2021 06:09:14 CET

ahavine — "Authanticatinn/Add” And Tuna Tn f "Baca”  "Anaranstad™ 1

¢ Manager Receipt TirbEnd Time Destination User Mttacker Addre:Target AddressPriority  Device Vendor ~ Device Product
192.168.1.1 ] Microsoft

192.168.1.1 3 Microsoft

192.168.1.1 a Microsoft Microsoft Windows
192.168.1.1 3 Microsoft Microsoft Windows

12/12 6:09:09 12/12 6:09:07

12/12 6:0°
12/12 6:08:59 :08:58 sel s created. ceastwood

2.2.4 Active List #1 — User Account Created

1. Vytvotime novy Active List Lists -> Active Lists -> SC/x/’s Active Lists -> KB[x] [Prijmeni] -> UC3_[Prij-
meni]_User_Account_Created

=l Active List
Name
Optimize Data
Capacity (x1000)
TTL Days
TTL Hours
TTL Minutes
Allow multi-mappings
Partially cached
Time partitioned

: ensitivity

) oS
CEEECC-Z
wm

(g
s
N

(Description)

Data: @ Ev

Name
estinationUserName

nationHostName  String
< Enter Name > < Select Type >




2.2.5 Rule #1 — User Account Created

1. Vytvotime pravidlo Rules -> Rules -> SC/x]’s Rules -> KB[x]_[Prijmeni] -> UC3_[Prijmeni]_User_Ac-
count_Created
a. Attributes

Attribu ‘onditic
- Rule

MName
Rule Type

b. Conditions

c. Aggregation
Attribo C

# of Matches:

Time Frame: 2 Minutes

Aggregate only if these fields are unique

are identical

d. Actions

;| rdd # Edi ... 2 . e 1 = Hide Empty Triggers

B On First Event
B on Subsequent Events
B

B3 On First Thres

B On Subsequent Thresholds

B On Every Threshold

E On Time Unit

B On Time Window Expiration - Cumulative Rule Chain Is Off




2. Pravidlo pfesuneme metodou ,,Drag & Drop* do slozky Rules -> Shared -> SC[x] Real-Time Rules
a. Ve vyskakovacim okné ,,Drag & Drop zvolim Link.
3. Pravidlo je aktivni a za¢ina korelovat.

Vw7

4. Spravnou funk¢nost pravidla ovéfime tak, Ze si zobrazime obsah Active Listu UC3_[Prijmeni]_User_Ac-
count_Created.

Navigator
Ctrl+Ak+T

Shortcuts

-- 1 Active Lists
Ac

Edit Active List
Delete Active List

Clear Entries

List by m¢l obsahovat seznam vytvofenych ucti.

Entties ]
Name: UC3_Bezchleba_User_Account_Created

Start Time : 13 Sep 2021 17:35:04 CEST

End Time : 12 Dec 2021 17:35:04 CET

Last Update: 12 Dec 2021 17:35:04 CET
Filter No Filter

destinationUser... | destinationHostNa... Creation Time Last Modified Time Count
ceastwood dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 38
dhoffman dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 38
jdepp dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 38
jlopez dcl.cylab.lan 12/12 7:05:51 1212 7:12:51 37
sstalone dci.cylab.lan 12/12 7:05:51 12/12 7:12:51 37

2.2.6 Filtr #2 — User Account Deleted

1. Vytvotime novy filtr Filters -> SC/x/’s Filters -> KB[x] [Prijmeni] -> UC3_[Prijmeni]_User_Account_Deleted
Attribut W

Edit | Summary
# Event conditions

- Event
(AR |

Type In (Base,Aggreg:

i |




Pomoci Active Channel ovéiime funkénost filtru:

Active Channel: Total Events: 527 -

: 0
Medium: 0
Low: 527

eipt TirhEnd Time g r NameDestination Host NDevice Host Nam rior] Device Vendor  Devic E3
12/12 17:59:40 12/12 17:59:36 N n r dcl.cylab.lan dcl.cylab.lan 192.168.1.1 E Micrc
12121 12/12 y n r dcl.cylab d ] 192.168.1.1 E Micre
12/121 12/12 " n r dcl.cylab d 192.168.1.1 E Micrc
12/12 17:59:35 B 7 Administrator dcl.cylab.lan dcl.cylab.lan j 192.168.1.1 Micre
12/12 17:59:30 12/12 17: Administrator dcl.cylab.lan dcl.cylab.lan 192.168.1.1 Microsoft Micrc

12/12 17:59:25 12/12 17:59:23 ele Administrator dcl.cylab.lan dcl.cylab.lan 192.168.1.1 z Microsoft Micrc
12121 W n r dcl.cylab.lan dcl.cylab.lan 192.168.1. E Micre
12121 W n r dcl.cylab.lan dcl.cylab.lan .168.1. E Micre
12/12 17: : 7 ni r dcl.cylab.lan dcl.cylab.lan .168.1. Micre
12/12 1 7 r dcl.cylab.lan dcl.cylab.lan .168.1. Micre
12/121 7 r dcl.cylab.lan dcl.cylab.lan 192.168.1.1 Micre
dcl.cylab.lan dcl.cylab.lan ] 192.168.1.1 E Micre

12/12 Administrator dcl.cylab.lan dcl.cylab.lan 192.168.1.1 E Microsoft Micre

2.2.7 Rule #2 — User Account Created And Deleted Within 24 Hours

1. Vytvotime pravidlo Rules -> Rules -> SC/x/’s Rules -> KB[x]_[Prijmeni] -> UC3_[Prijmeni]_User_Ac-
count_Created_And_Deleted_Within_24 Hours
a. Attributes
AtribL
- Rule
Name . I unt_ d_And_De Within_24 Hours
Rule Type

b. Conditions

¥ Event conditions
= eventl

InActivelist

hleba_Us

10



c. Aggregation

Time Frame: 2 Minutes «

Aggregate only if these fields are unique

d. Actions

d # Edit:

B On First Event

B 0on Subsequent Events

B On Every Event [ Active ]

- ¥ Remove From Active List
ination User Name

sonal/SC1's Active Lists/KB4_Bezchleba/UC3_Bezchleba_User_Account_Created

ed_And_| ted_Within_24_Hours

B On First Threshold

B On Sub ent Thresholds

B On Every Threshold

B On Time Unit

B On Time Window Expiration - Cumulative Rule Chain Is Off

2. Pravidlo pifesuneme metodou ,,.Drag & Drop* do slozky Rules -> Shared -> SC[x] Real-Time Rules
a. Ve vyskakovacim okné ,,Drag & Drop zvolim Link.
3. Pravidlo je aktivni a za¢ina korelovat.

11



2.2.8 Ovéreni funkénosti pravidla

1. Ovétime, ze vznikly alerty — zobrazime Active Channel SC[x]_[Prijmeni]_Alerts.

Viewer

Start Time: 12 Dec 2021 18:04:00 CET
End Time: 12 Dec 2021 18:35:00 CET

Filter MatchesFilter ("SC1 Bezchleba Alerts™)
Inline Filter: No Filter

Destination AddDestination Host Name DestinaDestination User Name
dc jdepp
ceastwood

J|t|'||r|724:H-Jurs

2. Ovétime, ze se z Active Listu UC3_[Prijmeni]_User_Account_Created smazaly zaznamy o uzivatelskych
uctech na které alert vznikl.

Entries
Name: UC3_Bezchleba_User_Account_Created

Start Time : 13 Sep 2021 18:15:59 CEST

End Time: 12 Dec 2021 18:15:59 CET

Last Update: 12 Dec 2021 18:15:59 CET
Filter No Filter

lestinationUser... | destinationHostNa... Creation Time Last Modified Time Count
dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 38
dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 37
dcl.cylab.lan 12/12 7:05:51 12/12 7:12:51 37

2.2.9 Uklid ESM

1. Vypneme pravidla:

a. Rules-> SC[x]’s Rules -> KB[x]_[Prijmeni] -> UC3_[Prijmeni]_User_Account_Created

b. Rules -> SC/x]’s Rules -> KB[x]_[Prijmeni] -> UC3_[Prijmeni]_User_Account_Created_And_De-
leted_Within_24 Hours

- fiF Rules
--f@F SC1's Rules
--f@ ¥B3_Bezchleba

I
+- [l KB3_Holba -
-l Shared Edit Rule

ght Administration e Rule

Ht Solutian: - Create Channel with Filter

time Rules

Enable Rule

13
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2. Pravidlo odlinkujeme z SC[x] Real-time Rules.

el e
-l SC1 Real-time Rules

Mew Rule

EditRule

Pozor!!! Zvolime — ,,Remove from this group®. Pokud bychom zvolil moznost ,,Delete, tak pravidlo se celé

smaze.

H Dpelete Options et

i appears in 2 groups.
Would you like to r it from this group only or delete the Rule itself2

Mare InfFormation

Yiewer
% uci
Active Channek

Start Time: 14 Nowv 202
End Time: 14MNov 20210
Filter

Inline Filter: Mo Filter Cirl 4Shift4N

Radar v Ctrl +Shift+a

_Failed_Logons

Event Inspectar Rule:l
Attributes

- Rule
Mame

Rule Type

R — Find Rule in Navigator

Print Rule Definition

13
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