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Cile

Zak vlastnimi slovy popise pojem Threat Intelligence.

Zak vysvétli piinosy vyuziti Threat Intelligence.

Zak vysvétli rozdily mezi placenymi a open-source datovymi zdroji.
74k objasni princip napojeni Threat Intelligence na nastroj SIEM.

Dovednosti

e Zak navrhne a aplikuje filtr pro vyhledani zdznami v ArcSight Loggeru souvisejici s komunikaci s podezielou
IP adresou, podezielou doménou.
74k identifikuje zdroj, cil a typ probihajici komunikace.
74k interpretuje vysledky vyhledavani.
74k navrhne a aplikuje filtr a pravidla pro automatické vyhodnocovani udalosti v nastroji ArcSight ESM.

Pracovni prostredi
Ulohu lze realizovat v prosttedi Cylab JCEKB

Pro praci budeme potiebovat nasledujici:

SCx! Replay Connector

ArcSight Logger

ArcSight ESM

Dokument ArcSight Categorization.xIsx
Dokument ArcSight CommonEventFormatV25.pdf

1 Za x dosat’te ¢islo SC, které vam bylo pfifazeno administratorem Cylabu.



1 Pribéh vyuky
Ptihlaste se v prostfedi Cylab do Replay Connectoru.

Opakovani z predchozi hodiny

Spust’te program ArcSight Replay Connector (zastupce na plose)

Piejdéte na kartu Replay

Pted spusténim provozu nastavte nasledujici parametry
a. Cast Logger: 50 udalosti za minutu
b. Cast ESM: 50 udalosti za minutu

5. Spust'te nasledujici provoz a nechte jej bézet

a. ciscopix.recorded.events

b. ciscovpnconcentrator.recorded.events

c. tippingpoint.recorded.events

d. UC4_Threat_Intelligence.events

el A A



2 Zadani

2.1 CAST Logger
1. Oveéite, zda probihd komunikaci s podezielou IP adresou ,,74.125.194.95 “?

1.1. Pokud ano, z jakych IP adres probiha komunikace a o jaky typ komunikace se jedna?

e  Postup:

o Hledame udalosti, kde se vyskytuje zdrojova nebo cilova adresa.
= Typicky tyto udalosti loguji zatizeni typu FW, Proxy, IDS/IPS, WEB servery...

o Proc¢ by nas mély zajimat ob¢ adresy (cilova i zdrojova)?
= ProtoZe se mize jednat jak o komunikaci smérem z LAN do internetu, tak také opaéné z inter-

netu smérem do LAN.

o CEF pole

= sourceAddress, destinationAddress

e Dotaz:
sourceAddress = "74.125.194.95" OR destinationAddress = "74.125.194.95"
destinationAddress = "74.125.194.95" | top sourceAddress, requestUrl

= Spravna odpovéd: Na podezi‘elou cilovou IP adresu 74.125.194.95 byla zaznamenana komunikace ze
ti'i zdrojovych IP adres. Jedna se o komunikaci typu HTTP/HTTPS.

sourceAddress requesturl

ads.g doubleclick.ne

bdescription_urf%._..

2. Oveite, zda probihd komunikaci s podezielou doménu ,,ovhtest.net*?

2.1. Pokud ano, o jaky typ komunikace se jedna?

= Postup:
o Hledame udalosti, kde se vyskytuje nazev dotcené domény.
=  Typicky tyto udélosti loguji zatizeni FW, Proxy, IDS/IPS, WEB servery.
o Proc je vhodné pouzit operator CONTAINS?
*  Protoze doména je soucasti hostname a pfi pouziti operatoru = bychom nemuseli nic najit.
o CEF pole
= destinationHostName
= requestUrl

= Dotaz:

destinationHostName CONTAINS "ovhtest.net" OR requestUrl CONTAINS "ovhtest.net" | top
sourceAddress, destinationHostName, transportProtocol, destinationPort

= Spravna odpovéd: Na podezielou doménu probiha komunikace z jedné zdrojové IP adresy na portu
UDP/53. Jedna se o komunikaci typu DNS.



sourceAddress destinationHostName transportProtocol destinationPort

uppP 53

UDP 53

3. Oveite, zda probiha komunikaci na podezielou URL ,,tcp://api.bizographics.com:443/<?"

= Postup
o Hledame udalosti, kde se vyskytuje nazev dotcené URL adresy.
=  Typicky tyto udalosti loguji zatizeni FW, Proxy, IDS/IPS, WEB servery.
o Pouzit operator CONTAINS
o CEF pole
= requestUrl

= Dotaz:

requestUrl CONTAINS tcp://api.bizographics.com:443 | top sourceAddress

= Spravna odpoveéd’: Na podezi‘elou URL probiha komunikace z jedné zdrojové IP adresy.

sourceAddress

10.95.153.146



22 CAST ESM

1. Vytvoite pravidlo, které bude detekovat v redlném Case pokus o komunikaci s IP adresami, které jsou uvedeny
na aktivnim listu ,,Suspicious Addresses List™.

2.2.1 Schéma pravidla

(Base,
Aggregated)

destinationAddress Suspicious Address List

TTL=0
address

sourceAddress T

Legenda

D Filter
D Rule

Rule #1 - C ication with Suspici
Address

2.2.2 Postup tvorby pravidla

1. Rule #1 — Communication with Suspicious Address (samostatné)

e  Aktivujeme pravidlo.
e Ovéfime, ze vznikaji alerty pomoci Active Channel.

2. Uklid ESM
Navod:
2.2.3 Rule #1 — User Account Created

1. Vytvotime pravidlo Rules -> SC/x/’s Rules -> KB[x]_[Prijmeni] -> UC4_[Prijmeni]_Communica-
tion_with_Suspicious_Address
a. Attributes

Attributes Conditions | Aggregation  Actions | Local Wariables  Motes

-l Rule
Mame UC4_Bezchleba_Communication_with_Suspicious_Address
Rule Type Standard Rule




b. Conditions
Attributes Conditions | Aggregation Actions | Local W
Ui Filt
Edit | Surnmary
#F Event conditions
= eventl

AMD
Type In (Base, Aggregated)
OR
=

% InActvel |l Active Lis / Threat Intelligence/Suspicious Addresses

InActwvelist
Suspicious Addresses List

Mame
address Source Address
indicatorType lect Field =
firstDetectTime lect Field =
lastDetectTime lect Field =

c. Aggregation

Attributes Conditions | A Actions | Local Wariables | Motes

# of Matches: 1

Time Frame: 2 Minutes -

Agagregate only if these fields are unigue

tHnation Addr




d. Actions
Attributes Conditions | Aggregation ACHions | Local variables  Motes

Mo # Edit ®Rem... - Move .. ¥ Move Do.,. = Hide Empty Trigg...

B On First Event
B3 On Subsequent Events
EA On Every Event [ Active ]
-l Set Event Field Actions
& evternalld = Bezchleba
& name = UC4_Bezchleba_Communication with Suspicious Address
B3 On First Threshold
B3 On Subseguent Thresholds
EA On Every Threshold
B On Time Unit
B3 On Time Window Expiration - Cumulative Rule Chain Is Off

2. Pravidlo pfesuneme metodou ,,Drag & Drop* do slozky Rules -> Shared -> SC[x] Real-Time Rules
a. Ve vyskakovacim okné ,,Drag & Drop zvolim Link.
3. Pravidlo je aktivni a za¢ina korelovat.

2.2.4 Ovéreni funkénosti pravidla

1. Ovétime, ze vznikly alerty — zobrazime Active Channel SC[x]_[Prijmeni]_Alerts.
Active Channel:

Start Time: 7 Jan
End Time: 7 Jan
Filter MatchesFilter

Inline Filter: No Filter

Radar

End Time T 1Name Attacker Address Target Address

B chleha:
eha

Jezchleba_

chleba_ munication Address




2.25 Uklid ESM

1. Vypneme pravidla:

a. Rules -> SC/x]’s Rules -> KB[X]_[Prijmeni] -> UC4 [Prijmeni]_Communication_with_Suspi-
cious_Address

- ¥ Rules
—I-f@F SC1's Rules
--f@ KB3_Bezchleba

Rule
Edit Rule
Delete Rule
Create Channel with Filter

Enable Rule

2. Pravidlo odlinkujeme z SC[x] Real-time Rules.

--Jl SC1 Real-time Rules

e

EditRule

Create Channel with Filter

Pozor!!! Zvolime — ,,Remove from this group“. Pokud bychom zvolil moZnost ,,Delete*, tak pravidlo se celé

smaze.

B Delete Options x

C\I ; &ppears in 2 groups.
*®_/  would you like to remove it from this group only or delete the Rule itsel f?

More Information

% UC1_Bezchleba_Failed

Active Channek

Start Time: \ (

End Time: .

Filter MatchesFilter } ; p

Inline Filter: Mo Filte .
nline Filter: Mo Filter Cirl +5hi FLH
Radar v Ctrl +5hi ft+a

evice Address C e Host Mame

72.25.164.30 £5m

_Bezchleba_Brute _Failed_Logons



4. Zavieme vSechny zalozky v okné , Inspect/Edit*

Inspect/Edit
Event Inspectar Rule:lIC1_Bezchleba_Bruy
Float

Attributes | Conditions | Aggregation | Action:
- Rule

Name

Rule Type C Other
= Common

Find Rule in Mavigator

10
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