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Cile

Zak vysvétli mozné problémy spojené s piihlaSenim doménového administratora na béznou pracovni stanici.
Zak vlastnimi slovy popise mozné zranitelnosti spojené s piihlasSovanim doménového administratora k bézné
pracovni stanici.

Dovednosti

e Zak navrhne a aplikuje filtr pro vyhledani zdznamt v ArcSight Loggeru souvisejici s ptihlasenim doménového
administratora k bézné pracovni stanici.
74k interpretuje vysledky vyhledavani.
74k identifikuje u¢et doménového administratora, ktery se piihlasuje na bézné pracovni stanice.
Z4&k navrhne a aplikuje filtr a pravidla pro automatické vyhodnocovani udalosti v nastroji ArcSight ESM.

Pracovni prostredi

Ulohu Ize realizovat v prostiedi Cylab JCEKB

Pro praci budeme potiebovat nasledujici:

SCx! Replay Connector

ArcSight Logger

ArcSight ESM

Dokument ArcSight Categorization.xIsx
Dokument ArcSight CommonEventFormatV25.pdf
Web: https://www.logbinder.com/

1 Za x dosat’te ¢islo SC, které vam bylo pfifazeno administratorem Cylabu.


https://www.logbinder.com/

1 Pribéh vyuky

Ptihlaste se v prosttedi Cylab do Replay Connectoru.

i A

Opakovani z predchozi hodiny

Spust’te program ArcSight Replay Connector (zastupce na plose)
Piejdéte na kartu Replay

Pted spusténim provozu nastavte nasledujici parametry

a.

Cast Logger a ESM: 60 udalosti za sekundu

Spust’te ndsledujici provoz a nechte jej bézet:

a.

b.
C.
d

dhcp_3h.events
dns_3h.events
winc_3h.events
UC2_Domain-Admin.events



2 Zadani

2.1 CAST Logger

1. Pod jakym uZzivatelskym G¢tem se ptihlasuje doménovy administrator?

categoryBehavior=/Authentication/Verify AND categoryOutcome=/Success AND NOT
destinationUserName ENDSWITH $ | top destinationUserName

Odpovéd’: sysadmin

2. Ovet, ze se skuteCné jedna o privilegovany tcet s vy$Sim opravnénim.

destinationUserName=sysadmin AND externalld=4672

Odpovéd’: Ano, jedna se o privilegovany ucet s opravnénim:

SeSecurityPrivilege

SeBackupPrivilege

SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SelLoadDriverPrivilege
SelmpersonatePrivilege
SeDelegateSessionUserImpersonatePrivilege
SeEnableDelegationPrivilege

3. Na jaké pracovni stanice se ptihlaSoval administrator za posledni 2 hodiny?

categoryBehavior = /Authentication/Verify AND destinationUserName="sysadmin" | top
destinationHostName

Odpovéd’: win-01.cylab.lan

4. Jaké podezielé aktivity provadél administrator na stanici?

(destinationUserName="sysadmin" OR sourceUserName="sysadmin") AND deviceHostName = "win-
Ol.cylab.lan" | top name

Podezfelé aktivity (name, externalld):

e A user account was created, 4720
o Vytvofeni uzivatele “attacker”.
o A member was added to a security-enabled local group, 4732
o Pridani uzivatele “attacker” do skupiny “Administrators”.
e A user account was deleted, 4726
o Smazani uzivatele “attacker”.
e The audit log was cleared, 1102
o Smazani Security audit logu, zameteni stop.



2.2 CAST ESM
Vyucujici necha zaky pracovat samostatné, ale prubézné kontroluje jejich praci. Nejdiive zaci vytvofi filtr a po spole¢né
kontrole (prezentace) pokracuji Zaci tvorbou pravidla. Vyucujici postupné kontroluje jednotlivé ¢asti pravidla (Conditi-

ons, Aggregations, Actions) dle prezentace na obrazovce.
Zéci maji za tikol:

1. Vytvoite pravidlo, které bude detekovat kazdé tispesné piihlaSeni doménovaho administratora.
a. 1IxFiltr
i.  UC2_[Prijmeni]_Domain_Administrator_Logon
ii.  Udalost: 4624
b. 1x Standard Rule
i.  UC2_[Prijmeni]_Domain_Administrator_Logon
2. Pro kazdou stanici nebo server kam se doménovy administrator ptihlasi vznikne samostatny alert.

Praci je nutné ukon¢it “Uklidem ESM”.

Navod:
2.2.1 Filter - UC2_[Prijmeni]_Domain_Administrator_Logon

1. Vytvofime novy filtr Filters -> SC/x]’s Filters -> KB[x] [Prijmeni] -> UC2_[Prijmeni]_Domain_Adminis-
trator_Logon

Edit | Summary
# Event conditions
= AND
Destination User Name = sysadmin
External ID = 4624
Type In (Base Aggregated)

2.2.2 Rule -UC2_[Prijmeni]_Domain_Administrator_Logon

1. Vytvotime pravidlo Rules -> SC/x/’s Rules -> KB[x]_[Prijmeni] -> UC2_[Prijmeni]_Domain_Administra-
tor_Logon

a. Attributes
B Filter chleba Domain_ exchleba_Domain_Admi...

Attribu

= Rule
Name UC2_Bezchleba_Domain_Administrator_Logon
Rule Type Standard Rule




b. Conditions

% Filt:
Edit | Sum mary

# Event conditions
AND
Destination User Name = sysadmin
External ID = 4624
Type In (Base Aggregated)

c. Aggregation

Atirib
# of Matches: 1

Time Frame: 2 Minutes ~

Aggregate only if these fields are unique

Aggregate only if these fields are identical
eventl.Destination User Name
eventl.Device Zone Resource
eventl.Device Host Name
eventl. Customer Resourae

d. Actions
Rule _Doman_Admi..
e
= Hide Empty Triggers
B On First Event
B3 on Subsequent Events
3 On Every Event [ Active |

-l Set Event Field Adions
¥ externalld = Bezchleba

# name = UC2_Bezchleba Domain Administrator $destinationUserName Logon to $deviceHostName
B3 On First Threshold
B3 On Subsequent Thresholds
B3 On Every Threshold
B3 On Time Unit
B On Time Window Expiration - Cumulative Rule Chain Is Off

2. Pravidlo pfesuneme metodou ,,Drag & Drop* do slozky Rules -> Shared -> SC[x] Real-Time Rules
a. Ve vyskakovacim okné ,,Drag & Drop zvolim Link.



3. Pravidlo je aktivni a za¢ina korelovat.

2.2.3 Active Channel — SC1_[Prijmeni]_Alerts

V tomto aktivnim kanéle zobrazime alerty.

Pokud jsme postupovali spravné, za¢nou se v aktivnim kanale postupné zobrazovat alerty.

c0a_r

Active Channel: Total Events: 8 -

Start Time: 28 Nov 2021 01:58:00 CET W Rl
End Time: 28 Nov 2021 02:29:00 CET

Filter MatchesFilter ("SCL_Bezdhleba_Alerts")
Inline Filter: No Filter

High: & m—
Medium: 0
Low: 0

Ve B suars 1

Radar

Cass IDevice Address Device Host Name Device Adion Name Destination Addil
172.25.164.30 \win-01.cylab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to win-01.cylab.lan
172.25.164.30 win-01.qyab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to win-01.c/ab.lan
172.25.164.30 \win-01.cylab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to win-01.cylab.lan
172.25.164.30 win-01.cylab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to win-01.c/ab.lan
172.25.164.30 |dcl.ofab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to dcl.oylab.lan
172.25.164.30 dcl.cylab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to dcl.cylab.lan
172.25.164.30 |dcl.ofab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to dcl.oyab.lan
172.25.164.30 dcl.ofab.lan UC2_Bezchleba Domain Administrator sysadmin Logon to dcl.cylab.lan

2.2.4 Uklid ESM

1. Vypneme pravidlo Rules -> SC/x]’s Rules -> KB[x]_[Prijmeni] -> UC2_[Prijmeni]_Administrator_Logon

- i Rules
—- [ SC1's Rules
-- @ KB3_Bezchleba
le

Edit Rule

Delete Rule

e Channel with Filter

Enable Rule

2. Pravidlo odlinkujeme z SC[x] Real-time Rules.

a8 a1 1n
-l 5C1 Real-time Rules

Pozor!!! Zvolime — ,,Remove from this group®. Pokud bychom zvolil mozZnost ,,Delete, tak pravidlo se celé

smaze.



B pelete Options x

3.

4.

% UC1_Bezchleba_Failed_Logons
Active Channek

Start Time: 14 No 210 (
End Time: 14 Nov 2021 06:33:00
Filter Match

Inline Filter: Mo Filter aE e

Radar ious View Ctrl +Shift+a

annel

hannel As...

Ctrl +5hift+H
ezchleba_Brute _Failed_Logons

Inspect /Edit
Event Inspectar Rule:UC1_Eezchleba_Erof

Attribukes | Conditions | Aggregation | Ac
= Rule

MName

Rule Type Clase Other
= Common

Find Rule in Mavigator

Print Rule Definition
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