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Cile

74k definuje techniku BruteForce.
74k rozlisuje podmetody MITRE BRUTEFORCE.
74k dokaze pojmenovat a popsat metody obrany proti BruteForce Attack.

Dovednosti

Zak navrhne a aplikuje filtr pro vyhledani zaznami v ArcSight Loggeru souvisejici z BruteForce utokem.
74k interpretuje vysledky vyhledavani.
74k navrhne a aplikuje filtr a pravidla pro automatické vyhodnocovani udalosti v nastroji ArcSight ESM.

Kontrolni otazky

e Jaké mame metody obrany?
e 'V jaké fazi utoku (Attack Life Cycle) se nachazi v tuto chvili uto¢nik?

Pracovni prostiedi
Ulohu lze realizovat v prosttedi Cylab JCEKB

Pro praci budeme potiebovat nasledujici:

SCx! Replay Connector

ArcSight Logger

ArcSight ESM

Dokument ArcSight Categorization.xIsx
Dokument ArcSight CommonEventFormatV25.pdf
Web: https://www.logbinder.com/

1 Za x dosat’te ¢islo SC, které vam bylo pfifazeno administratorem Cylabu.


https://www.logbinder.com/

1 Pribéh vyuky

Ptihlaste se v prosttedi Cylab do Replay Connectoru.

i A

Opakovani z predchozi hodiny
Spust’te program ArcSight Replay Connector (zastupce na plose)
Piejdéte na kartu Replay
Pted spusténim provozu nastavte nasledujici parametry
a. Cast Logger: 10 udalosti za sekundu
b. Cast ESM: 100 uddlosti za minutu
Spust’'te nasledujici provoz a nechte jej bézet:
a. dhcp_3h.events
dns_3h.events
winc_3h.events
UC1 Bruteforce-Attack\bad_passwd.events
UC1_Bruteforce-Attack\bad_user.events
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2 Zadani

2.1 CAST Logger

Zjistéte, zda nedoslo v posledni dobé k netispéSnému ptihlaseni na néjakou stanici. Pokud ano, miize se jednat o titok

Brute-force Attack. Proved’ proto dalsi Setfeni

1. Na které stanice probiha potencialni utok?

categoryBehavior = /Authentication/Verify AND categoryOutcome = /Failure | TOP
destinationAddress, destinationHostName

Spravna odpovéd’: win-01.cylab.lan, win-02.cylab.lan, win-03.cylab.lan, win-04.cylab.lan, win-05.cylab.lan

2. Z kterych stanic probiha potencialni utok?

categoryBehavior = /Authentication/Verify AND categoryOutcome = /Failure | TOP
sourceAddress, sourceHostName

Spravna odpovéd’: dmz-rcl.jcekb.cz

3. Pod jakymi Gcty se uto¢nik snazi ptihlasit?

categoryBehavior = /Authentication/Verify AND categoryOutcome = /Failure | TOP
destinationAddress, destinationHostName, destinationUserName

Spravna odpovéd’: pparker, attacker

4. Zjisti, jestli z uzivatelskych aéta, pod kterymi probihal Gtok nebylo Gspésné piihlaseni.

categoryBehavior = /Authentication/Verify AND categoryOutcome = /Success AND
(destinationUserName=pparker OR destinationUserName=attacker)

Spravna odpovéd’: Nebylo

5. Pokrocilejsi - Zjisti, jestli se jednad o netispésné zadani hesla, nebo o neexistenci uzivatelského uctu.

categoryBehavior = /Authentication/Verify AND categoryOutcome = /Failure | top
destinationUserName, deviceCustomStringl

Spravna odpoveéd’:
pparker — 0XCO00006A — Nespravné heslo
attacker — 0xC0000064 — Uzivatelsky ucet neexistuje

Zdroj:

https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventlD=4625



https://www.ultimatewindowssecurity.com/securitylog/encyclopedia/event.aspx?eventID=4625

2.2 CAST ESM
Napiste a aplikujte v programu ESM pravidla, ktera odhali pokus o Brute-force Attack ve vasi siti.

1. Zak musi vytvofit

a. Filter
b. Active Channel
c. Rules

Praci je nutné ukongit “Uklidem ESM”

2.2.1 Filter —UC1_[Prijmeni]_Failed_Logons

1. Kazdy student si vytvoii novou slozku Filters -> SC/x]’s Filters -> KB[x]_[Prijmeni]
Pozn.: Zici musi postupné. Jeden po druhém!

- #F Filters
- SC1's Filters

B Hotlist

attribukes | Filker | Loz

Edit | Summary
ﬂ' Event conditions
= Event
- &
Category Behavior = fAuthentication/Verify
Category Dutcome = [Failure
Type In (Base, Aggregated)

2.2.2 Active Channel — UC1_[Prijmeni]_Failed_Logons

1. Kazdy student si vytvoii novou slozku v Active Channels -> SC/x] ’s Active Channels -> KB[x]_[Prijmeni]

-|-f@F Active Channels
- fF SC1's Active Channels

C1 Alerts

1 all Events




2. Vytvoifime novy aktivni kanal Active Channels -> SC/x/ ’s Active Channels -> KB[X]_[Prijmeni] -> UC1_[Pri-
jmeni]_Failed_Logons

H MNew Active Channel

Channel Mame: UC1_Bezchleba_Failed_Logons

SMow - 30m

: ik End Time

End Time: SNow

© Continuo

@ Evaluate time parameters
Fil ter Defin. ..
Fields:

3. Seznamime studenty s ovladacimi prvky Active Channel.
2.2.3 Rule —UCL1_[Prijmeni]_Brute-force Failed_Logons

Vytvotime pravidlo Rules -> SC/x]’s Rules -> KB[x]_[Prijmeni] -> UC1_[Prijmeni]_Brute-force_Failed_Lo-
gons
Attributes | Conditions
- Rule

Mame

Agagregation | Ac

1_Bezchleba_Brute-force_Failed_Logons

Rule Type Standard Rule

Aggregation

Joins

chleba_Failed_Lo

S are unigue




Attributes | Conditions | Aggregation | Actions | Lacal Variables | Motes

i 5dd # Edit % Remove & Move ... ™ MoveDo... | = Hide Empty Triggers

EA On First Event

EA On Subsequent Events
EA CnE ery Event
EA On First Threshold
EA On Subsequent Thresholds
EA On Every Threshold [ Active |

—|- ¥ Set Event Field Actions

) 1alld = Bezchleba
& name = UC1_Bezchleba_Brute-force_Failed_Logons

EA On Time Unit
EA On Time Window Expiration - Cumulative Rule Chain Is Off

2. Pravidlo pfesuneme metodou ,,Drag & Drop* do slozky Rules -> Shared -> SC[x] Real-Time Rules
a. Ve vyskakovacim okné ,,Drag & Drop zvolim Link.

nline Filter: No Filter

& Rules
--f@ SC1's Rules
- [ KB3_Bezchleba

| - NUC1_Bezchleba_Brute-force_Failed_Logons
-

Drag & Drop Optiens >

@\ ) you want to move, copy, or create a link?

Move Copy Cancel

3. Pravidlo je aktivni a za¢ina korelovat.

2.2.4 Filters—SC1_[Prijmeni]_Alerts

1. Vytvotime filtr Filters -> SC/x]’s Filters -> KB[x] [Prijmeni] -> SC[x]_[Prijmeni]_Alerts
- Ji¥ Filters
-1 SC1's Filters

—|- @ KB3_Bezchleba

Abkributes | Filker cal Yariables | Motes
% Filters B Ass
Edit | Summarsy

4¥ Event conditions

AND
External ID = Bezchleba
Type = Correlation




2.2.5 Active Channel — SC1_[Prijmeni]_Alerts

V tomto aktivnim kanale zobrazime alerty.

1. Vytvotime novy aktivni kanal Active Channels -> SC/x]’s Active Channels -> KB[x]_[Prijmeni]
SC[x]_Alerts
B tiew Active Channel hd

Channel Name:
Start Time: End Time:

Times

h time

F S

Very Hig

High:
Mediunz 0

Inline Filter: No Fil ter

Radar

ab.Jan
ablan




Inspect /Edit

2.2.6 Uklid ESM

1. Vypneme pravidlo Rules -> SC/x/’s Rules -> KB[x]_[Prijmeni] -> UC1_[Prijmeni]_Brute-force_Failed_Lo-
gons

Inline

—-fF Rules
—1-F SC1's Rules
—|-f@ KB3_Bezchleba

Jew Rule

Edit Rule
rcSight Administration
ght Foundation
ArcSight Solutions
SC1 Real-time Rules Enable Rule
UC1_Bezchleba_Brute
B Uc1_Halba_fail ;

Delete Rule

Create Channel with Filter

2. Pravidlo odlinkujeme z SC[x] Real-time Rules.

- @ SC1 Real-time Rules
Mew Rule

Edit Rule

Create Channel with Filter

Pozor!!! Zvolime — ,,Remove from this group*“. Pokud bychom zvolil mozZnost ,,Delete®, tak pravidlo se celé

smaze.



n Delete Options

% UCi_Bezchleba_Failed
Active Channek

Start Time:
End Time:
Filter

Inline Filter: Mo Filter

Radar

evice Address

72.25.164.30

Event Inspector Rule:|

Attributes

- Rule
MName
Rule Type

= Common

groups,
the Rule itsel f?

More Information

e Other
Next View Ctrl +Shi ft-+M

Previous View Ctrl +5hi ft+A

Float

Close

e Other
Find Rule in Mavigator

Print Rule Definition
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