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Cile
Ukolem je

e Seznamit se se zakladni techniky, modely a nastroje spolecnosti MITRE

e Naucit vyhledavani v Matrix tabulce a pomoci Navigatora

Dovednosti

Ukolem je ziskat dovednosti ve

e Vyhledavani softwaru pro realizaci modelu MITRE ATT&CK
e Emulace kyberatoénika v ramci Navigatora

e Vyhodnocovani tickett z hlediska klasifikace MITRE

Pracovni prostiedi

Ulohu lze realizovat v prostiedi:

e Cylab JCEKB

o Offline Security Classroom



Pribéh vyuky

1 Zaklady provozu MITRE ATT&CK

1.1 MITRE Center for Threat Informed Defense (CTID)
Kdyz MITRE poprvé zahjili sviij projekt ATT&CK, netusili, jak popularni se stane v bezpec¢nostni komunité. Projekt

se stal pro odborniky v oblasti informaéni bezpeénosti natolik dtlezitym, Ze si prosadili nekomeréni neziskové kontaktni

misto, které by udrzelo a urychlilo vyvoj vetejné dostupnych zdroja dilezitych pro kybernetickou obranu.

CTID se zapojuje do spole¢nych vyzkumnych a vyvojovych projektt s cilem posouvat soucasny stav a praxi obrany
informované o hrozbach. Clenové CTID se rekrutuji z globalnich spoleénosti zabyvajicich se kritickou infrastrukturou,
sofistikovanych a inovativnich cennych papird, pfednich technologickych spole¢nosti a neziskovych organizaci zaby-
vajicich se kybernetickou bezpecnosti. VSechny vystupy vyzkumu a vyvoje jsou globalné dostupné, aby se maximali-
zoval jejich dopad.

CTID zkouma chovani kybernetickych ttocnikli a vytvaii seznamy jejich ,,nejzadanéjsich® technik. Provadi prubézné
hodnoceni obranyschopnosti vypocetnich systémi a vyviji, sdili a automatizuje playbooky emulujici ¢innost utocnika.
Nejznaméjsim piinosem MITRE je ramec (model protivnika) ATT&CK (Adversarial Tactics, Techniques a Common

Knowledge), kde

= Taktika jsou technické cile protivnika.
= Techniky jsou zpisoby, jak dosdhnout téchto cili.

= Postupy jsou konkrétni implementace technik.

Samotny ramec MITRE ATT&CK je soubor technik pouzivanych utocniky béhem naruseni. ATT&CK Matrix

rozdéluje techniky do nasledujicich taktik aktudlni verze 11:

= Initial Access (pocate¢ni ptistup) — Techniky, které vyuzivaji riizné vstupni vektory k ziskani opory
pro utok. Opory ziskané pocatecnim pfistupem mohou umoznit nepietrzity ptistup, jako jsou platné
ucty a pouzivani externich vzdalenych sluzeb, nebo mohou byt omezené kvtili zméné hesla.

= Execution (provedeni) — Techniky, jejichz vysledkem je spusténi kodu fizeného protivnikem na mist-
nim nebo vzdaleném systému. Techniky, které spoustéji Skodlivy kod, jsou Casto sparovany s techni-
kami ze vSech ostatnich taktik k dosaZeni SirSich cild.

= Perzistence (vytrvalost) — Techniky, které protivnici pouzivaji k udrzeni pfistupu k systémim b&éhem
restarti, zménénych ptihlasovacich tidaji a dalSich pteruseni, kterd by jim mohla znemoznit ptistup.

= Privilege Escalation (eskalace privilegii) — Techniky, které protivnici pouzivaji k ziskani opravnéni
vys$si rovné v systému nebo siti. Techniky se Casto prekryvaji s technikami persistence.

= Defense Evasion (obranny tnik) — Techniky, které protivnici pouzivaji, aby se vyhnuli odhaleni béhem

jejich kompromitace.



= Credential Access (piistup k opravnéni) — Techniky pro kradez pfihlasovacich udaju, jako jsou nazvy
uctl a hesla.

= Discovery (nalezy) — Techniky, které protivnik pouziva k ziskani znalosti o systému a vnitini siti.
K tomuto cili shromazd’ovani informaci po kompromitaci se ¢asto pouzivaji nstroje nativniho ope-
racniho systému.

= Lateral Movement (hyb stranou) — Techniky, které protivnici pouzivaji ke vstupu a ovladani vzdale-
nych systémil v siti.

= Collection (shromazd’ovani) — techniky, které protivnici pouzivaji ke shromazd’ovani informaci a ze
zdroju se shromazd'uji informace, které jsou relevantni pro sledovani cilt protivnika.

= Command and Control (veleni a fizeni) — Techniky, které protivnici pouzivaji ke komunikaci se sys-
témy pod jejich kontrolou v rameci sité obéti.

= Exfiltration (exfiltrace) — Techniky, které protivnici pouzivaji ke kradezi dat ze sité.

= Impact (dopad) — Techniky, které protivnici pouZzivaji k naruSeni dostupnosti nebo naruseni integrity

manipulaci s obchodnimi a provoznimi procesy.
Nazev CTID vychazi z koncepce zvané Threat Informed Defense. Ta je tvofena tiemi fazemi:

= Cyber Threat Intelligence Analysis (analyza zpravodajskych informaci)
= Defensive Engagement of the Threat (defenzivni zapojeni hrozby)

= Focused Sharing & Collaboration (Zamé&fené sdileni a spoluprace)

Faze Threat Intelligence Analysis vyuziva existujici zpravodajska data, jako jsou TTP, malware, hashe nebo
nazvy domén a vyuziva lidskou inteligenci k posileni kybernetické obrany. To zlepsuje zptsoby, jak ptedcha-

zet kybernetickym utoklim, pfedchazet jim, odhalovat je a reagovat na né.

Defensive Engagement of the Threat (Zapojeni informaci o hrozbach do obrany) umoznuje hledat indikatory
¢ekajiciho, aktivniho nebo uspésného kybernetického utoku. Ve svété Zero-day utokl nardsta vyznam tzv.
Breach and Attack Simulation (BAS). BAS se pouziva k automatizaci testovani a podavani zprav o tom, jak
tyto vzorce chovani v praxi vypadaji. Tyto simulace poskytuji zpétnou vazbu do analyzy hrozeb a do dalsiho

prvku, jimz je Focused Sharing and Collaboration (cilené sdileni a spoluprace).

Na https://github.com/center-for-threat-informed-defense/attack-powered-suit je k dispozici rozsifeni pro

prohlizec:

ATTRCK Powered Suit

& Powered Suit puts the MITRE ATTECKE
knowledge base at your fingertips. Instantly
search ATT&CK techniques, groups, and more.

Podrobnosti Odebrat ®



Focused Sharing and Collaboration vyuziva nastroje jako jsou STIX'a TAXII? pro sdileni dat v ramci
bezpecnotni komunity. Pro sbér dat byly v ramci projektu zpracovany pomocné skripty slouzici pro nacteni

dat, jejich analyzu a vizualizaci jejich obsahu — viz obr. 1.1.1.

scripts

This folder contains one-off scripts for working with ATT&CK content. These scripts are included either because they provide useful
functionality or as demonstrations of how to fetch, parse or visualize ATT&CK content.

script description

Fetches the current ATT&CK STIX 2.0 objects from the ATT&CK TAXII server, prints all of the data
techniques_from_data_source.py = sources listed in Enterprise ATT&CK, and then lists all the Enterprise techniques containing a given data
source. Run python3 techniques_from_data_source.py -h for usage instructions.

Generate the csv data used to create the "Techniques Mapped to Data Sources” visualization in the

techniques_data_sources_vis.py R R
RS - -ViSPY ATT&CK roadmap. Run python3 techniques_data_sources_vis.py -h for usage instructions.

Create markdown and/or ATT&CK Navigator layers reporting on the changes between two versions of
the STIX2 bundles representing the ATT&CK content. For default operation, put enterprise-attack.json

diff_stix.py . .
Sty and mobile-attack json bundles in ‘old" and ‘new’ folders for the script to compare. Run python3
diff_stix.py -h for full usage instructions.
Fetches the current ATT&CK content expressed as STIX2 and creates spreadsheet mapping Techniques
technique_mappings_to_csv.py with Mitigations, Groups or Software. Run python3 technique_mappings_to_csv.py -h for usage

instructions,

Obr. 1.1.1: Skripty urcené pro sbér dat z https://github.com/mitre-attack/attack-scripts/tree/master/scripts

1.2 Cyber Analytics Repository (CAR)

Na sbér dat navazuje analyza dat. K ni slouzi znalostni baze analyzy vyvinuta na zakladé modelu MITRE ATT&CK

s nazvem Cyber Analytics Repository (CAR — http://car.mitre.org). CAR definuje datovy model, ktery vyuziva ve

svych reprezentacich pseudokodu, ale také zahrnuje implementace pfimo zacilené na konkrétni nastroje (napi. Splunk)
ve svych analyzach. S ohledem na pokryti se CAR zamétuje na poskytovani souboru ovétenych a dobte vysvétlenych

analyz, zejména s ohledem na jejich provozni teorii a zdiivodnéni.
Analyzy uloZené v CAR obsahuji nasledujici informace pro kazdou analyzu:

= hypotézu, kterd vysvétluje ideu stojici za analyzou

» informace nebo primarni doména, ve které ma analytik pracovat (mtze to byt hostitel, sit’, proces, externi atd.)
= odkazy do ATT&CK technik a taktik, které analyza detekuje

* slovnik

= popis mozné implementace vysledku analyzy zapsany v pseudokodu

= test pro predvedeni vysledkl analyzy

Kompletni seznam je na strance https://car.mitre.org/analytics/.

LSTIX (Structured Threat Information eXpression) je standardizovany jazyk, ktery byl vyvinut spoleénosti MITER ve spolupréaci s
cilem reprezentovat strukturované informace o kybernetickych hrozbach.
2 TAXII (Trusted Automated eXchange of Indicator Information) je soubor sluzeb a vymén zprav, které umoziuji sdileni informaci
o kybernetickych hrozbéach napfi¢ hranicemi produktd, sluZzeb a organizaci. Jedna se o piepravni prostiedek pro strukturované in-
formace o hrozbach STIX a klicovy prostiedek pro Sirokou vyménu informaci.
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1.3 Collaborative Research Into Threats (CRITS)
CRITS je nastroj vyvinuty spole¢nosti MITRE (https://github.com/crits/crits#readme). Je zdarma a open source. CRITS

pomaha s analyzou zpravodajskych informaci, jako napf.:

= shromazd'ovani a archivace artefaktti utoku

* spojovani artefaktl s fazemi Zivotniho cyklu kybernetického titoku
= provadéni zpétného inzenyrstvi malwaru

=  sledovani vlivli prostiedi

= propojeni toho v§eho dohromady za ti¢elem utvaieni a upfednostiiovani obrany a reakce na incidenty

Wiki CRITS je na https://github.com/crits/crits/wiki.

1.4 Emulace protivnika

MITRE definuje emulaci protivnika jako ,,typ zapojeni red tymu, ktery napodobuje znamou hrozbu pro organizaci tim,
ze se snazi uréit, jaké akce a chovani red tym pouziva®. Jinymi slovy, Gerveny tym zaujima strukturovany pfistup pomoci
zpravodajstvi o hrozbach k planovani Gtoku, ktery je podobny chovani znamého aktéra hrozby. Pokud organizace nema

cerveny tym, mize vyuzit BAS.

MITRE podporuje projekt CALDERA (https://github.com/mitre/caldera), coZ je open source BAS. K emulaci protiv-
nika slouzi i dal§i open source feSeni, napf. knihovna testii Atomic Red Team (https://github.com/redcanaryco/ato-

mic-red-team). Z komerénich feseni 1ze uvést AttacklQ. Nejlepsi zplisob testovani piistupu threat informed defense je

ve spolupraci red a blue tymil v ramci purple tymda.

1.5 Operacionalizace ATT&CK

Jednim z nejjednodussich zplsobd, jak zprovoznit ramec ATT&CK, je vybrat si skupinu hrozeb, ktera vas zajima, a
zmapovat jejich techniky v Enterprise ATT&CK Matrix. Stranka skupin hrozeb na webu MITRE ATT&CK (viz obr.
1.5.1) poskytuje seznam vSech pokro¢ilych skupin hrozeb, které MITER sledoval. Pro kazdou skupinu hrozeb prokli-
kejte a ziskejte dalsi podrobnosti. Nekteré z podrobnosti uvedenych u kazdého aktéra hrozby zahrnuji pouzitou taktiku

a software a odkazy na dal$i vyzkum.

€ 5 C (h aname 3 : » 0@
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Obr. 1.5.1: Stranka skupin hrozeb na webu MITER ATT&CK (https://attack.mitre.org/groups/)
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1.6 ATT&CK Navigator

Vedle klasického Matrixu vyvinula firma MITRE online nastroj nabizejici rizné zptisoby pouziti Matrixu, nazvany
»Navigator”. Lze jej vyuzit k nasazeni obvyklych pfipadi pouziti Matrixu. Online je k dispozici Gvodni video
(https://www.youtube.com/watch?v=pccINdwG8Vs), které demonstruje funkce Navigatoru. Samotny Navigator je k dis-
pozici na https://mitre-attack.github.io/attack-navigator/. Chcete-1i pouzit Navigator, vytvofte nejprve novou vrstvu a

vyberte sféru Enterprise.

MITRE ATT&CK® Navigator

The ATT&CK Navigator is a web-based tool for annotating and exploring ATT&CK matrices. It
can be used to visualize defensive coverage, red/blue team planning, the frequency of detected
technigues, and more.

help changelog theme »
Create New Layer o Create a new empty layer o~
Enterprise o Maobile ICS
More Options v
Open Existing Layer Load a layer from your computer or a URL v
Create Layer from other layers Choose layers to inherit properties from v
Create Customized Navigator Create a hyperlink to a customized ATT&CK Navigator v

Obr. 1.6.1 Pocate¢ni nastaveni Navigatora

Vsechny techniky jsou zobrazeny v jednotlivych buiikach seskupenych do sloupcii odpovidajicich taktice. Bunky obsa-
huji kody technik typu Txxxx. Tato ID se ¢asto zminuji, pfipadne spolu s ndzvy, aby jednoznacné odkazovaly na kon-

krétni techniky.

Tam, kde je to vhodné, byly nekteré techniky rozdeleny do skupin dil¢ich technik, které jsou v Navigatoru oznaceny
Sedou zonou. Kliknutim na tuto Sedou zonu se skupina rozbali (sbali) a zobrazi se (skryji) jednotlivé dil¢i techniky — viz

obr. 1.6.2. To vyrazné zlepSuje Citelnost Matrixu.
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esource
Development

7 techniques

TA0001
Initial Access
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TA0002
Execution

12 techniques

TA0003
Persistence

19 techniques

TA0004
Prlvile?e
Escalation

13 techniques

Obr. 1.6.2 Nabidka techniky s moznosti View Technique

T1583 T1189 T1059.002 T1098 T1548
Acquire Drive-by AppleScript Account Abuse Elevation
Infrastructure . B Compromise Manipulation . B Control
— T1059.007 : Mechanism
T1586 T1190 JavaScript T1197
Compromise Exploit Public- BITS Jobs T1134
Accounts . Facing T1059.008 Access Token
— Application Network Device CLI T1547 Manipulation .
T1584 Boot or Logon —
Compromise T1133 T1059 T1059.001 Autostart T1547
Infrastructure External Remote c PowerShell Execution ., Boot or Logon
(0/6) ; ommand and (014
Services Scripting Autostart
T1587 Interpreter T1059.006 T1037 Execution .,
Develop T1200 P 0/8) Python Boot or Logon
Capabilities Hardware Initialization T1037
— Additions T1059.004 Scripts -, Boot or Logon
T1585 Unix Shell : Initialization
Establish T1566 Ti176 Scripts -
Accounts . Phishing ., T1059.005 Browser —
- o Visual Basic Extensions T1543
T1588 T1091 Create or Modify
Obtain Replication T1059.003 T1554 System
Capabilities . Through Windows Command Shell Compromise Process
S Remavable Client Software :
Ti608 Media T1609 Binary T1484
Stage Container Domain Policy
Capabilities ., T1195 Administration T1136 Modification .,
o Supply Chain Command Create —
Compromise . Account . T1611
T1610 Escape to Host

Kliknutim pravym tla¢itkem na techniku se otevie nabidka s moznosti View Technique: vybérem této moznosti se otevie
stranka Technique in question piislusné techniky s Gplnym popisem a vybranymi informacemi, které 1ze shromazdit

prostiednictvim forenzni analyzy utoki v redlném svéte.

1.7 Atomic Red Team
I kdyz vSak stranka MITRE obvykle poskytuje velmi uzitecné a spolehlivé informace, nepopisuje, jak nasadit danou
techniku. Vezméme si napfiklad techniku ,, T1046 Network Service Discovery* — viz obr. 1.7.1. Stranka této techniky

nabizi nékolik malo podrobnosti o nejlepsim zplsobu provedeni skute¢ného zjistovani sitovych sluzeb.

Network Service Discovery

a8

@ CAPECID:
Contributars: Prastorian

version: 320
Created: 31 May 2017
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Procedure Examples

m Name

3 has used

Ta1 used & malware var

e ta use a port scanner

mera has used the (e <5 =& < command for netw

s wel as  custom Python tool packed into  Windows execulabie named Get exe 1o scan IP ranges for HTTE!

Chappers server coMponent can spicer authenticat

Obr. 1.7.1 Technika T1046 Network Service Discovery.
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Zde nachazi uplatnéni Atomic Red Team (ART) — https://github.com/redcanaryco/atomic-red-team. Atomic Red Team
je sbirka uryvki kodu, které umoziuji skute¢né spustit Techniku, kolekci mapovanou na Mitre Att&ck Framework.
Ulozisté je spravovano tymem Red Canary a je organizovano s myslenkou usnadnit testovani citlivosti IT systémii na

ruzné techniky utoku.

Atomiky (atomics) jsou sefazeny podle ID techniky a pfipraveny k nasazeni. Kazda atomika se sklada ze série testd,
které jsou podrobné popsany v souboru yaml pro zpracovani a souboru markdwon pro citelnost. Pro kazdy test soubor

popisuje podporovany operacni systém a ptikazy pro ptislusny spoustéci program.

Napfiklad v pfipadé vyse uvedeného T1046 atomic navrhuje 8 testd (obr. 1.7.2): prvnim testem (obr. 1.7.3) je skenovani

portu, které 1ze provést na Linuxu nebo MacOS, navrhovany piikaz by mél byt proveden pomoci shellu.

Atomic Tests

s Atomic Test £1 - Port Scan

»  Atomic Test #2 - Port Scan Nmap

= Atomic Test #3 - Port Scan NMap for Windows
= Atomic Test #4 - Port Scan using python

s Atomic Test #5 - WinPwn - spoolvulnscan

s Atomic Test #6 - WinPwn - M517-10

= Atomic Test #7 - WinPwn - bluekesp

* Atomic Test #8& - WinPwn - fruit

Obr. 1.7.2 Testy pro atomiku T1046 Network Service Discovery.

Atomic Test #1 - Port Scan

Scan ports to check for listening ports,

Upen successful execution, sh will perform a network connection against a single host (192.168.1.1) and determine what ports are cpen in the
range of 1-65535. Results will be via stdout.

Supported Platforms: Linux, macOS
auto_generated_guid: 68e907da-2539-48f6-9fc8-257a78c05540
Inputs:

Name Description Type  Default Value

host Host to scan. | String | 19216811
Attack Commands: Run with bash!

for port in {1..85535}; do (Z»/dew/null echo »/dev/tcpf#{host}/3port) && echo port 3port is open ; done

Obr. 1.7.3 Test pro skenovani portu



Ne vSechny techniky maji pridruzeny atomicky test, ART navrhuje pomémeé hodné¢ testli pro obvyklé pouZiti, napf. pro

,11059.001 — PowerShell* je jich 21.

Ulozi§té ART lze jednoduse naklonovat a piikazy spoustét ruéné. ART vsak jde dale a poskytuje nastroj nazvany In-
voke-Atomic, ktery po instalaci automatizuje provadéni atomt. Je zalozen na PowerShellu a lze jej nasadit na Linux

nebo MacOS po instalaci PowerShell Core. Po instalaci je k dispozici modul 'Invoke-AtomicTest'.
V ulozisti github jsou navrzeny rtizné zpusoby pouziti Invoke-Atomic. Nejbéznéjsi piikazy jsou:
Seznam vSech dostupnych testl: Invoke-AtomicTest All -ShowDetailsBrief

Seznam atomickych testd: Invoke-AtomicTest <atomic code> -ShowDetailsBrief

Pozadavek na vykovani atomového testu: Invoke-AtomicTest <atomic code>

Pozadavek na vykovani specifickych testi: Invoke-AtomicTest <atomic code> -TestNumbers n1,n2

Budou navrzeny pouze testy relevantni pro bézici OS. Naptiklad atomovy T1087.001 odhaluje rizné testy na Windows

(obr. 1.7.4) a Linux (1.7.5).

r =

PowerShell 7 (x64) = || B || E3
Copyright <c?> Microsoft Corporation.

https:/7aka.ms powershell
Type "help’ to get help.

A new PowerShell stable release iz available: v»?.2.5
Upgrade now,. or check out the release page at:
https:-7aka.ms Powerihell-Release?tag=v?.2.5

Loading personal and system profiles took 779ms.
PE C:wUsersswagrant? Invoke—AtomicTest T1i887._801
PathToAtomicsFolder = C:“AtomicRedTeam-atomics

TiA87.AA1-8 Enumerate all accounts on Windows (Local?

TiA87.AA1-2? Enumerate all accounts via PowerShell (Local?
T1887.8891-18 Enumerate logged on users via CHD (Local?

PE C:“Usersswagrant?> Invoke—AtomicTest T1W887.6801 i8 2
PathToAtomicsFolder = C:“\AtomicRedTeam-atomics

Executing test: T1i887.801-18 Enumerate logged on users via CHD <Local>

Done executing test: T1iB87_801-18 Enumerate logged on users via CHD (Local)>
USERHAME SESSTONMAME ID STATE IDLE TIME LOGOM TIME
;;agrant console 1 Active none bA22/,2022 2:05

PS5 C:xUsersswagrant>

Obr. 1.7.4 Invoke-test pro Windows 7
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= QTermWidget

File Actions Edit View Help
PS /home/vagrant> invoke-atomictest T1087.001

PS /home/vagrant> invoke-atomictest T1087.001

T1087.001-3 Vie
root:x:0:0:root:/root:/usr/bin/zsh
PS /home/vagrant> [J

Obr. 1.7.5 Invoke-test pro Linux 2021.3

Tyto dva priklady ukazuji, jak se stejny atom nebo stejna technika automaticky spousti odli§né€ v operacnich systémech

zalozenych na Windows nebo Linux.

Kombinace MITRE Att&ck Navigatora a ART umoziuje prozkoumat Framework z Gtoénych a obrannych pozic vice
zpusoby. Navigator odrazi Att&ck Matrix a usnadiiuje prozkoumavani riiznych krokt Kill Chain. Diky Techniques ID

je propojeni s ART atomics okamzité a samotné nasazeni nékterych Gto¢nych technik na IT systému je jednodussi.

Modul Invoke-AtomicRedTeam obsahuje nékolik funkci New-Atomic*, které usnadiiuji pouzivani nativniho prostiedi

PowerShellu k vytvareni a ovéfovani atomickych technik a testi. Tyto funkce byly napsany, aby fesily nasledujici:

= Dtive bylo nutné atomové testy psat ru¢né, coz je v mnoha piipadech naprosto piijatelné, ale mtize byt nachylné
k chybam.
= Dtive pfi psani atomovych testli neexistoval zadny zpusob, jak ovétit YAML proti schématu, kromé spusténi
validate-atomics.rb v ulozisti atomic-red-team.
= Dfive neexistoval zpusob, jak vytvaret techniky/testy automatizovanym zptisobem pomoci kodu. Napft. pokud
je tieba napsat scénar, dle kterého je tfeba za behu generovat stovky testil, psani tolika testd rukou prosté neni
mozné.
Funkce New-Atomic* vydavaji dobife naformatovany objekt PowerShell, ktery je navrzen tak, aby byl pfeveden ptimo
do ConvertTo-Yaml (https://github.com/cloudbase/powershell-yaml), a tim dostat techniku/testy do formatu YAML.
Uz nikdy nebudete muset psat YAML pro atomy, pokud nechcete.

Repozitat ART nepokryva vSechny techniky Mitre Att&ck Matrix, Stale se vSak jedna o uzitecnou sbirku testi, které
lze provést za relativné nizkych nakladi. A lze na né&j pohlizet i jako na ulozisté piikazt pro provadéni konkrétnich

technik v kontextu angazma Red Teaming.
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1.8 Attack Flow Designer GUI tool
Nejprve zde bude uvedeno, pro¢ je dnes tak dulezité (a zaroven obtizné) trasovat a vizualizovat prubéh utoku a v ¢em

se soubézn¢ s novymi Utoky meéni i zplsoby jejich detekce.

Ti, ktefi sleduji vyvoj hackingu, stale Cast&ji naraZeji na termin ,,living off the land“ (LOL)3. Jak nédzev napovid4, LOL
vyuzivaji to, co maji kolem sebe (legitimni systémové nastroje a nastroje) pro Skodlivé ucely. To jim umoziuje splynout
s béznou sitovou aktivitou a zstat skryté. Neékteré schopnosti LOL jsou: DLL hijacking, skryti datovych ¢asti, proces
dumping, stahovani souborti, obchazeni UAC keyloggingu, kompilace kédu, tniky do protokolu, provadéni kodu a
persistence. Existuje n¢kolik riiznych typt technik LOL, véetné LOLBind, které pouzivaji bindrni soubory Windows ke

skryti Skodlivé aktivity; LOLLibs, které pouzivaji knihovny; a LOLScripts, které pouzivaji skripty.

Dnes se techniky LOL ¢asto realizuji v podob& bezsouborového malwaru?, coz je typ malwaru, ktery existuje pouze
jako artefakt zalozeny na paméti, pfi¢emz na pevny disk se nezapisuje zadna — nebo alespon velmi mala — aktivita.
Skutecnost, ze utoky bez souborii neinstaluji $kodlivy software, velmi ztézuje detekci typickych AV nastrojii. Dnes
utoky bez soubort Casto (ale ne vzdy) zahrnuji techniky LOL, protoze funguji bez zapisu souborii na disk nebo do

souborového systému, coz jim pomaha zlstat déle neodhalené.

Az donedavna byly techniky LOL pouzivany v kontextu ¢innosti po kompromitaci, kdy Gtocnici vyuzivali legitimni
nastroje pro spravu, jako je Powershell, Windows Management Instrumentation (WMI), CMD, Psxec.exe a dalsi, k pro-

vadéni prizkumu a bo¢niho pohybu. Dnes jsou soucasti i po¢ate¢ni kompromita¢ni zatéze.

LOLBiny vyzaduji vicevrstvou obranu proti spousténému malwaru piipadné pouziti nékolika senzorti béhem jeho Zi-

votniho cyklu. To klade vys$$i naroky na trasovani prub&hu atoku a vyzaduje vhodné néstroje.

Pokud jde o emulaci protivnika a hrozby pouziva se pro testovani nékolik metod. Prvni metodou je atomové testovani.
Toto je zplsob, jak napodobit jeden nebo vice scénait zalozenych na IOC nebo TTP, které jednaji nezavisle na sobé.
Naptiklad pomoci zvolené platformy lze vytvotit hodnoceni zalozené na atomech, vybrat jednu nebo vice technik k tes-
tovani, vybrat vice prostfedku a pak spustit béh hodnoceni. Kazdy TTP bude spustén postupné, jeden po druhém, kazdy
v ramci svého vlastniho kontextu procesu. V zavislosti na tom, co TTP emuluje, to mlze vést k testovani vestavénych
ovladacich prvku zabezpeceni opera¢niho systému, jako je User Account Control (UAC — fizeni uZivatelskych G¢ta),

fizeni sit¢, DLP (Data Loss Prevention), application whitelisting (seznam povolenych aplikaci) atd.

Dal$i metoda je znama pod nazvem anatomické testovani, u MITRE je oznacuji jako Attack Flows. Zakladni kompo-
nenty projektu zobrazuje obr 1.7.1.Tento typ hodnoceni umoziiuje, aby byly TTP efektivné zietézeny a provadény v
rdmci jednoho kontextu procesu. To znamend, Ze na rozdil od atomového testovani, kde probihaji nezavisle, jsou ana-
tomické TTP vzajemné propojeny. To je zpisobeno povahou IF-ELSE anatomického testovani, které umoziuje vlastni

vétveni a sekvencovani pomoci vicefazovych vzorcl utokid. Anatomické testovani umoziuje sestavit vlastni fetézec

3 Termin ,,Living off the lend* (LOL) byl vytvofen vyzkumniky malwaru Christopherem Campbellem a Mattem Greaberem, aby
vysvétlili pouziti divéryhodnych, predinstalovanych systémovych nastroju k Sifeni malwaru.
4 Frodo, Code Red, ¢erv SQL Slammer, trojan Lurk, POWRUNER, POSHSPY, Astaroth atd.
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utokt a prizplsobit jej tak, aby reprezentoval jakoukoli posloupnost hrozeb. Anatomické testovani se pouziva pro tes-

tovani bezpecnostnich kontrol, které zahrnuji umeélou inteligenci a strojové uceni.

Treti metodou je testovani pomoci odchycenych paketi (PCAP), které se prehravaji za ucelem emulace Skodlivého

provozu. To se provadi mezi dvéma hostiteli a pouziva se k testovani a ovéfovani ovladacich prvki zabezpeceni sité.

Casto je obtizné LOLBinu zabranit, a tak miize byt ispéchem i jeho detekce a kategorizace jako cesta ku zmirnéni ¢i

minimalizaci nasledka utoku.

Jednim ze zakladajicich vyzkumnych partnert Centre for Threat-Informed Defense (CTID) je spole¢nost AttackIQ. Do
svych modelt zahrnuje jak tradi¢ni ovladaci prvky, jako je antiviry, IDS a firewally, tak nativni ovladaci prvky cloudo-
vého zabezpeceni, jako jsou Azure, AWS a GCP. Vzhledem k tomu, ze AttackIQ je v souladu s ATT&CK, muzete
rychle zacit vizualizovat ve formé teplotnich map a dalSich metrik a také zacit vytvaret piibeh o tom, cemu lze zabranit
a/nebo detekovat, neboli kromé detekce zajiStovat i prevenci. Predani vysledkl zpét ptislusnym vlastniktim téchto bez-

pecnostnich kontrol mtize vést ke konstruktivnim diskusim o analyze a napravé.

Na https://github.com/center-for-threat-informed-defense/attack-flow je popis projektu Attack Flow — zakladni kompo-
nenty tohoto modelu zachycuje obr. 1.8.1. Projekt pomaha obrancum pfejit od individualniho sledovani chovani protiv-
nika k sekvenci technik, které protivnici pouzivaji k dosazZeni svych cili. Pochopeni kontextu v téchto sekvencich a také
vztahll mezi nimi umoznuje dalsi obranné schopnosti, diky nimz jsou obranci mnohem efektivnéjsi. Projekt se snazi
demonstrovat, jak toky utokti mohou vedoucim pracovnikiim vysvétlit obranny postoj, pomoci obranctim porozumeét
lekcim ziskanym z incidentu a podpofit cervené tymy, aby snadno sestavovali realistické scénaie emulace protivnika. S
cilem vizualizovat, analyzovat a sdilet toky utokt projekt Attack Flow vyviji datovy format pro popis sekvenci chovani
protivnika, sadu piikladd toku utokt a nastroj pro tvorbu toku utokd zaloZeny na grafickém uzivatelském rozhrani.

Projekt je ve verzi 1.0.0 (obr. 1.8.2).

-2

)

il
S

Obr. 1.8.1 Zakladni komponenty modelu Attack Flow
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v1.0.0 (o=

S) mehaase released this 02 Mar 2022 - 14 commits to mainsince this release @ v1.00 o g491fef @

Release Notes:

« Initial release of Attack Flow schema and supporting documentatian.
« Initial release of Attack Flow Designer GUI tool.

« 5 new attack flows in the corpus.

v Assets s
@ attack flow designerzip 999KB
& corpus.zip 182KB
@ schema.zip 218KB

[ Source code (zip)

[P Source code (tar.gz)

& 7 7people reacted

Obr. 1.8.2 Popis verze 1.0.0 projektu Attack Flow (https://github.com/center-for-threat-informed-defense/attack-
flow/blob/main/docs/attack-flow-schema.md)

1.9 D3FEND
Ukazme si na ptikladu jeho pouziti jako doplnéni MITRE ATT&CK:

Spolecnosti, které teprve zacinaji a maji v této oblasti mélo zdrojii, mohou zacit tim, Ze porozumi obvyklému chovani
protivniktl v jejich odvétvi a na zaklad¢ téchto udaji Si ovéfi, zda implementovana obrana odhaluje a zmiriuje akce
téchto skupin. Abychom pochopili, jak se tato analyza provadi, vezméme si piiklad logistické spolecnosti, které byvaji

¢asto cilem utoku.

2. Nastaveni daného oboru, tj. logistiku.

c C @& attackmitre.org/groups/ E a2+« O80

logistics|
R
]
i 9 Bazar is @ downloader and backdoorthat hes been used since atleast April 2020, vith nfections primarily agains professional services, heslthcare, manufactuting, T logisics and trvel comparies across the US and Europe. Bazar reportedly has tes to Trc d can be used to deploy addi  ncluding ransomware, and tosteal
]
]
| | somware famiy thatwas firt observed in February 201 and has been used against retiltransportation and logisties, educstion, manufacturing, engineering, automotive, eneray, financal, aerospace, telecommurications,professional and legalservices,healtheare, and high tech industres. Clop s 3 arian
E
| | seen used rmetttions, tecnnology, and logieties organizstions n North nd South America 38 viell 25 Europe sinca at esst Dicember 2019.1] 1D 0625 O Type: MALWARE ) Platfomns: Windows Contrbutors: Danial Nseem, BT Securty Version:
E
| | wrioackr and backdoor that has been used since at least April 2020, with infections primarly against professional services, healthears, manufacturing, I, lgisiics and travel companies acrass the US and Europe. Bazar reportedly has ties o T d can be used to ceploy ackitonl malvare, ncluding ransemware, and to steel sensitve dat..

Obr. 1.9.1 Vyhledani Gito¢ného softwaru zaméfeného na logistiku na https://attack.mitre.org/groups/

K analyze si vezmeme ransomware Cuba, ktery ozna¢ujeme na obrazku. Je jednim z nejpouzivanéjSich proti stfedné

velkym spole¢nostem.
3. Ziskani informaci o protivnikovi.

Jakmile je vybran software nebo skupina, ktera ma byt analyzovana, ziska se pfistup k informacim poskytovanym sys-

témem, jako jsou zakladni udaje o platformé, ktera je napadena, kdy byla detekovana, kdo ji detekoval a odvétvi obéti.
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https://attack.mitre.org/groups/

Home > Software =

Cuba

Cuba

Cuba is a Windows-based ransomware family that has been used against financial institutions, technology, and logistics organizations in North and South America as well as Europe since at least
December 2015.1"

Techniques Used

ID: 50625
Type: MALWARE
Platforms: Windows

O @

Contributors: Daniyal Maeem, BT Security
Version: 1.0

Created: 18 June 2021

Last Modified: 12 October 2021

Version Permy

Domain [v] Name Use

Emerprise  T1134 Access Token Manipulation Cuba has used ZeDebugbrivil and adju=sT Privil 1o elevate privileges [

Emterprise = T105% .001 Command and Scripting Imterpreter: PowerShell Cuba has been dropped onto systems and used for lateral movemnent via obfuscated PowerShell scrims."-
003 Command and Scripting Imerpreter: Windows Command Shell Cuba has used emd_axe /e and batch files for execution 1

Enterprise = T1543 .003 Create or Medify System Process: Windows Service Cuba can modify services by using the SpenSeswiz= and ck iceConfig functions !

Enterprise = T1486 Data Encrypted for Impact Cuba has the ability to encrypt system data and add the ".cuba’ extension to encrypted files ol

Emerprize  T1083 File and Directory Discovery Cuba can enumerate files by using a variety of functions 1!

Enterprise = T1564 .003 Hide Artifacts: Hidden Window Cuba has executed hidden PowerShell windows. [l

Emerprise  T1070 .004 ndicator Removal on Host: File Deletion Cuba can use the command cmd.ex= /= del todelete its artifacts from the system.”

Emerprise 71105 ngress Tool Transfe: Cuba can download files from its C2 server [l

Emerprice  T1056 .001 nput Capture: Keylogging Cuba legs keystrokes via polling by using GeckeySeate and ViKeySeaz functions ]

Emtercrise | T1036 | .005 Masoueradina: Match Leaitimate Name or Location Cuba has been disauised as leaitimate 360 Total Security Antivirus and OoenVPN oroarams.[!!

Home = Software »

Cuba

Cuba

Cuba is @ Windows-based ransemware family that has been used against financial institutions, technology, and logistics organizations in North and Seuth America as well as Europe since at least

December 2019.1"

Obr. 1.9.2 Ziskani informaci o protivnikovi

1D: sp625
Type: MALWARE
Platforms: Windows

(3Nl

Contributors: Daniyal Naeem, BT Security
Version:1.0

Created: 18 June 2021

Last Modified: 12 October 2021

Z danych informaci si lze vybrat konkrétni piikaz — viz obr. 1.9.3

Enterpeise 1 has ben dapisd onto BYS1ems and uied fof latersl movement via cbifuscated PowerShell
seripls
1 hos used csd.ex and baich fles for execution

Obr. 1.9.3 Technika jako podklad k dalsi analyze

Protivnici pouZivaji ptikazovou konzolu Windows ke spousténi programu uvnitf obéti. V konkrétnim piipadé Cuby byl

v nekolika analyzovanych aktivitach detekovan piikaz cmd.exe /c.

Pfistupem k informacim o technice jsou shromazdéna zakladni data o tom, jak byla pouZita, nékteré postupy, kde byla
zjiSténa, mozna zmirnéni a zplisoby odhalovani jejiho provedeni. V nasem piikladu se podivame pfimo na informace a

mozné zpusoby, jak je zjistit.
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Home = Tachniques » Emarprise » Command and Scripting Interpreter

Command and Scripting Interpreter

Sub-techniques (8) v 1D: T1059
Sub-techniques: T1059.001, T1059.002, T1059.003, T105¢
T1059.006, T105 T1059.008

Adversaries may abuse command and script interpreters (o execute commands, scripts, o binaries. These interfaces and lsnguages provide ways of interacting with computer systems and are a 4, T1059.005,

«common feature across many different platforms. Mast systems come with some built-in command-line interface and scripting capabilities, for example, mac0S and Linux distributions include

: o M. Tactic: Execution
some flavor of Unix Shell while Windows installations include the Windows Command Shell and PowerShel

©

@ Platforms: Linux, Network, Windows, mac0s
There are also cress-platform imerpreters such as Python, as well as those commonly associated with client applications such as JavaScript and Visual Basic. o Supports Remote: ves

Adversaries may abuse these technologies in various ways as a means of executing arbitrary commands. Commands and scripts can be embedded in Initial Access payloads delivered to victims Version: 2.3

as lure documents or as secondary payloads downloaded from an existing G2 Adversaries may also execute commands through interactive terminals/shells, as well as utilize various Remote Created: 31 May 2017

Last Modified: 19 April 2022

Services in order to achieve remote Execution [l

Obr. 1.9.4 T1059.003 Technique data

Detection
D Data Source  Data Component  Detects
DS Command Command If proper execution policy is set, adversaries will likely be able to define their own execution pelicy if they obtain administrater or system access, either through the Registry or at the command line. This change in policy on a system may be a way 1o
Execution detect malicious use of PowerShell. If PowerShell is not used in an environment, then simply looking for PowerShell execution may detect malicious activity. It is also beneficial 1o tumn on PowerShell logging to gain increased fidelity in what occurs

during execution (which is applied 1o NET invocaticns). 2% PowerShell 5.0 inroduced enhanced logaing capabilities, and some of those features have since been added to PowerShell 4.0, Earlier versions of PowerShell do nat have many logging
features 2771 An arganization can gather PowerShell execution details in a data analytic platform 1o supplement it with other data

50011 | Module Module Load Monitor for loading and/or execution of antifacts associated with PowerShell specific assemblies, such as System.Management.Automation.dil (especially to unusual process names/locations)
Process Process Monitor for newly executed processes that may abuse PowerShell commands and scripts for execution
Creation
Process Consider monitoring for Windows event ID (EID) 400, which shows the version of PowerShell executing in the EngineVez=ian field (which may also be relevant to detecting a potential Downgrade At as well as if PowerShell is running locally or
Metadata remately inthe Besclame field. Furthermore, EID 400 may indicate the start time and EID 403 indicates the end time of a PowerShell session.
DS0012 | Seript Script Exe Monitor for any attempts to enable scripts running on a system would be considered suspicious. If scripts are not commenly used on a system, but enabled, scripts running out of cycle from patching or other administrator functions are suspicious.

Seripts should be captured from the file system when possible to determine their actions and intent.

Obr. 1.9.5 Hledané techniky detekce

S témito informacemi mtze tym kybernetické bezpecnosti rozhodovat o tom, jak jednat, aby zabrénil incidentu, ktery
vyuziva tento software k ovlivnéni jejich prumyslového sektoru. Mohou dokonce odkazovat na techniku prohledavani

obranné matrice, aby ziskali dal$i informace o tom, jak se chranit.

Piejdéme na https://d3fend.mitre.org/ a do vyhledavace s nazvem ATT&CK lookup zadejme techniku, napiiklad
T1059.003.

D=F=ND"
A knowledge graph of cybarsecurily CounlenMmEasuns

I00-BETAZ

= ] Search DIFENC's 408
T1058 - Command and Scnpting Inlerpeater Exscution Dotect Isclate
T1059.001 - PowerShell Exscution m
- cution orm F Identifier atwark Platform Process  User Behavier Execution  Netwo
L sting | Anslysis | Anuysh | Analyel m&. Monitoring  Analysis  Analysis  lsolation  Isolati
T1058.004 - Unix Shell Exocution Mace | Dyramie | Homogheh | Sende | Admislvatve  Fimwace Datsbass | Auhenbcation | Exiculible | Brosde
cation  Anstyss  Datection uTA Hstwery, Baharsicr Crmry Siing Event ] Domal
T1038.003 - VBSeript Executon Regrtabion Aty Anaiysis Anatysis hreshastog Incatic
T1059.006 - Python Execution e Ervulatd uRL Analysis Anatyss Expcutabin
- avaScrpAiaSeriot ypRan Fon Ansiyss Fimwars | FleAccmss  Aulorization | Denyisting NS
L Anatysis Sander Byte Embecded Patieen Event Abwlat
T1055.008 - Network Deévics CLI ¥ Lot Rupatation ST Monitoning Anatysis Threshoiging e
Eareption Conrcats Agant Integrty oo Analysis Emdation Code [ oNS
Handiar AuTnbication Checking Contert Indlinec Credential Process Deryist
Pointsr Fisbes Cortiicate Fimmwars | Branch Cal  Compromise Isoation
Walidation Cracsntal Fia Analysis erification Analysis [ -
Traraemission Ercngpnon Fia Anadysis ¥ Port
Pinin St Hirihirg Active FPorpheral Prociss Rustncson Doma
AT Bialon Loca Fi Catificate Firmwars Code Dxorideiny Dyt
P Pt Aralyss “eriication St Aszoam) ——

Obr. 1.9.4: Vztah k obranné matici.

Tim se dostaneme na mapu forem obrany a detekce, a pro nas ptiklad to jsou nasledujici.
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Windows Command Shell Execution - T1059.003

(ATT&CK® Technique)

D3FEND Inferred Relationships

Browse the D3FEND knowledge graph by clicking on the nodes below.

Emulated File Analysis

Tty i
amic T,
o ws n xecutes xecutal
. il /
*"""" May Harden
" May Harden
Executable Allowlisting
7" "May Isolate

Executable Denylisting

" ay lsolate

Obr. 1.9.5 Mapovani obrany pro T1059.003

Stru¢né feceno, tento nastroj je neocenitelny pro vSechny typy podnikil a tymy kybernetické bezpecnosti, protoze po-

skytuje informace a data pro rozhodovani ve snaze o lepsi kybernetickou odolnost.

1.10 DeTT&CT

Byl vytvoren v Centru kybernetické obrany Rabobank a postaven na vrcholu MITER ATT&CK. DeTT&CT znamena:
DEtect Tactics, Techniques & Combat Threats. V soucasnosti je ve verzi 1.1. DeTT&CT byl vytvoren s cilem pomoci
modrym tymim vyuzivajicim ATT&CK k hodnoceni a porovnani kvality zdroje datovych protokoll, pokryti viditel-
nosti, pokryti detekci a chovani aktér hrozeb. To vSe mize riznymi zpiisoby pomoci k vétsi odolnosti proti itokiim

zaméfenym na vasi organizaci. DeTT&CT pracuje se soubory typu YAML.
Instalace je pomoci piikaz

git clone https://github.com/rabobank-cdc/DeTTECT.git
cd DeTTECT

pip install -r requirements.txt

a spusténi

python3 dettect.py e
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3 Prakticka cast

3.1 Vyhledani softwaru k dané technice

Jste konzultant spole¢nosti, ktera byla nedavno napadena kybernetickym Gtokem
Soudite, Ze za problémy je zodpovédny APT29
Chcete veédét vice o utoku i APT29
Reseni
- Prejdéte na https://attack.mitre.org/groups.
- Najdéte na strance skupinu hrozeb APT29 a proklikejte se na stranku APT29.
- Pfectéte si popis pro APT29 a popisy pfidruzenych skupin.
- Najdéte softwarovou ¢ast na strance skupiny APT29 a vyhledejte software, ktery se hodi k technice Dumpingu
OS Credential Dumping.
- Proklikejte se na jednu ze soucasti softwaru, ktera odpovida dané technice (v naSem prikladu jsme pouzili Mi-
mikatz).
- Pfectéte si popis softwaru, ktery jste si vybrali.

- Otevrete jeden nebo dva odkazy v sekci zdrojti na strance, abyste lépe porozuméli tomu, jak software funguje.

3.2 Pouziti MITRE ATT&CK Frameworku pro Threat Intelligence

Uvodni ujasnéni
MITER ATT&CK Framework umozniuje porozumét chovani protivnika tim, ze odhali:

- Jaké jsou jejich motivace?

- Na které zemé a odvétvi se zaméeiuji?

- Jaké techniky pouzivaji?

- Jaké nastroje vyuzivaji?
Bez ohledu na uroven vyspélosti tyma kybernetické bezpecnosti miize ATT&CK pomoci jakékoli organizaci (resp.
firmg). Tym MITER ATT&CK uréil tfi rizné urovné zralosti — pro malé stiedni a velké organizace. Na blogu® je vy-
svétleno, jak mohou organizace vyuzit MITER ATT&CK Framework jako zdroj informaci o hrozbach pro kazdou

Z téchto tfi Grovni.
Threat Intelligence arovné 1

Pokud dana organizace nema specializovany tym pro analyzu hrozeb, mutize zacit s jedinou skupinou hrozeb zaméfenou

na danou organizaci, odvétvi nebo region. Pak se miZze podivat na techniky skupiny ohrozeni (threat groups).

5 OZARSLAN, Suleyman. How to Leverage the MITRE ATT&CK Framework for Threat Intelligence. picus-labs-1, 19. dubna
2022. Dostupné z: https://www.picussecurity.com/how-to-leverage-the-mitre-attack-framework-for-threat-intelligence?hsLang=en
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Threat Intelligence trovn¢ 2

Pokud ma organizace ¢i firma tym stfedni urovné s analytiky hrozeb, 1ze informace o hrozbach namapovat na ATT&CK
a neni tfeba se spoléhat pouze na to, co na ATT&CK dfive mapovali jini. Pokud ma organizace zpravu o incidentu,
muze byt tato zprava vynikajicim internim zdrojem pro mapovani na ATT&CK. Lze rovnéz pouzit externi zpravu,

napiiklad piispévek na blogu.
Threat Intelligence arovné 3

Pokud ma dana firma pokrocily tym Cyber Threat Intelligence (CTI), Ize zaéit mapovat dalsi data do ATT&CK a poté
tato data pouzit k uptednostnéni zptsobu obrany. Na ATT&CK lIze namapovat interni i externi data, jako jsou data
odezvy na incidenty, zpravy z OSINT nebo ptfedplatnych varovani na hrozby, vystrahy v realném Case a historicka data
firmy. Po mapovani téchto informaci Ize porovnavat skupiny hrozeb a uptednostiovat bézné pouzivané techniky. Data
pak Ize zkombinovat tak, aby byly objeveny nejéastéji pouzivané techniky, které obrancim pomohou pfi rozhodovani,
na co se zaméfit. To umoziiuje upiednostnit taktiku a informovat obrance o tom, na které z nich by se méli soustedit na

odhalovani a zmirnovani nasledku utoku.

3.2.1 Threat Intelligence irovné 1:
Zadani

Zjisténi technik, pouzivanych danou skupinou ohroZeni.
Postup resent

Predpokladejme, ze firma, ve které pracuje zak je americka telekomunikacéni spolecnost. Prejde tedy na domovskou

stranku MITTRE ATT&CK (https://attack.mitre.org/) a zada kli¢ové slovo ,,telecommunications®.

> @ attack.mitre.org

teledommunications

Deep Panda, Shell Crew, WebMasters, KungFu Kittens, PinkPanther, Black Vine, Group 60009

Deep Panda Deep Panda is a suspected Chinese threat group known 1o target many industries, including government, defense, financial, and telecommunications. [1] Th

XAME, Group G1001
ANE HEXAME is a threat group that has targeted ICS organization within the cil & gas, and telecommunications secters. Many of the targeted organizations have bee

Aquatic Panda, Group G0143
... threat group with a dual mission of intelligence collection and industrial espionage. Active since at least May 2020, Aguatic Panda has primarily targeted entities in the
Corporation;...

Na dany sektor se zaméfuje nekolik skupin hrozeb. Nyni mtize zak tyto skupiny zkontrolovat. Naptiklad skupina Mud-
dyWater se zamétuje na telekomunikacni a ropny sektor v USA. Tato skupina je tedy pro telekomunikacni firmu velmi
relevantni. Zak proto podle zadani zagne za&it s MuddyWater. Klikne na odkaz MuddyWater a piejde na stranku této
skupiny.
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Home > Groups = MuddyWater

MuddyWater

MuddyWats

an Iranian threat group that has primarily targeted Middle Eastern nations, and has also targeted European and North American nations. The group's victims are mainly in the

60089

telecommur ', government (IT services), and oil sectors. Activity from this group was previously linked to FIN7, but the group is believed to be a distinct group passibly motivated by b ”

espionage [IZIEEIE @ Associated Groups: Earth Vetala , MERCURY, Static Kitten, Seedworm,
TEMPZagros
Version: 3.0

Created: 18 April 2018
Last Modified: 26 April 2021

Version Permalink

Jak muze zak vidét na této strance, ATT&CK poskytuje pfifazeni skupiny, cilenych geografickych oblasti a cilenych
sektorti. Skupina MuddyWater APT je piipisovana iranu, cilovymi regiony jsou Stfedni vychod, Evropa a Severni Ame-

rika a cilovymi sektory jsou telekomunikace, vlada a ropa.

Na strance skupiny ATT&CK také poskytuje pridruzené skupiny, coz jsou stejné nebo velmi podobné skupiny v rtiznych
zpravach o hrozbach. Znalost nazvt pridruzenych skupin je pro zpravodajstvi o hrozbach zasadni, protoze dodavatelé

nemaji jednotny nazor na pojmenovani skupin hrozeb.

Associated Group Descriptions
Mame Description
Earth Vetala
MERCLURY
Static Kitten

Seedworm

TEMPZagros

Na strance skupiny muaze zak zjistit vice, kdyz se podiva na jejich techniky. Pro kazdou skupinu hrozeb

ATT&CK zahrnuje techniky pouzivané skupinou a stru¢né popisuje, jak skupina techniky pouzivala.

Techniques Used

Domain D Name Use

Enterprise  T1548 002 IMuddyWater uses various technigues 1o bypass UAC. !

Enterprise  T1087

hasused sma.xe nee wesz /dsmain 10 snumerate domain users
Emerprise 7158 has used file sharing services including OneHub 1o distribute tools ¢

Emerprise  T1071 has used HTTP for C2 communications. /4

Enterprise  T1560 has used the native Windows cabinet creation tool, makecab.exe, likely to compress stolen data to be uploaded !

Kromé toho ATT&CK vizualizuje techniky pouZivané skupinou na ATT&CK Navigatoru. Chcee-li Zak zob-
razit techniky v ATT&CK Navigator, miiZze kliknout na tlacitko ,,ATT&CK Navigation Layers* na strance

skupiny. Modré techniky oznacuji techniky pouzivané skupinou ohrozeni MuddyWater.
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Bax B.:EET[Ie0:

Initial Access
8 o

Vystupem ulohy je vySe uvedeny obrazek zobrazeni navigatoru ,,techniky pouzivané skupinou ohrozeni Mud-

dyWater.

3.2.2 Threat intelligence arovné 2 — mapovani zpravy o hrozbé do ATT&CK
Zadani

Mapovani zpravy o hrozbé¢ z blogu do ATT&CK a urc¢en datového zdroje utoku popisovaného v ramci blogu.
Postup reseni

74k mé k dispozici konkrétni blog o vznikajici malwarové hrozbé relevantni pro jeho firmu. Tento blog miize
byt cennym zdrojem informaci o hrozbach. Zik bude tento blog analyzy malwaru mapovat na MITER

ATT&CK.

"C:\WINDOWS\system32\cmd.exe" /¢ ping 127.0.0.1 -n 4979 > nul & C:\Windows\System32\WindowsP
owerShell\vl.0\powershell.exe Set-MpPreference -DisableRealtimeMonitoring $true -Disablelntr
usionPreventionSystem $true -DisableIOAVProtection $true -DisableScriptScanning S$true -Enabl
eControlledFolderAccess Disabled -EnableNetworkProtection AuditMode -Force -MAPSReporting Di
sabled -SubmitSamplesConsent NeverSend & copy /Y C:\Windows\System32\certutil.exe C:\Windows
\cert.exe & echo SRANDOM% >> C:\Windows\cert.exe & C:\Windows\cert.exe -decode c:\kworking\a
gent.crt c:\kworking\agent.exe & del /q /f c:\kworking\agent.crt C:\Windows\cert.exe & c:\kw
orking\agent.exe

Ukolem je najit prvni piikaz, ktery néco vypina:

C:\Windows\System32\WindowsPowerShell\vl.8\powershell.exe Set-MpPreference -DisableRealtimeM
onitoring $true

Pomoci filtru zjisti, Ze pripady, kdy se tak stava jsou dva:
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real-time monitoring

Maze, Software 50449
... 1Impair Defenses: Disable or Modify Tools Maze has dizabled dynamic analysis and other
"Wowb4RevertWowedFsRediraction” function following attempts t...

Impair Defenses: Disable or Modify Tools, Sub-technigue T1562.001 - Enterprise

... itor has a feature 1o disable Windows Task Manager[35] G0119 Indrik Spider Indrik Spider L
and can hide the AV software window from th...

Zakovi je poskytnuta informace, Ze vypnuti Real Time Monitoringu je typickou sou¢asti utoku na Windows
Defender. Da si tedy do vyhledavani dalsi kli¢ové slovo a to ,,Windows Defender — Windows jsou nejty-
pictéjSim objektem utoku.

r

real-time monitoring and Windows Defender

Impair Defenses: Disable or Maodify Tools, Sub-technique T1562.001 - Enterprise
.. k kill" command in order to disable anti-virus [45] 50449 Maze Maze has disabled dynamic a
processes [48] 50455 Metamorfo Metamorfo has a function to kill processes associa...

| %

Piechod na danou subtechniku.

&€ > C @ attackmitreorg/techniques/T1562/001/

ITRE ATT&CK' Matrices ~ Tactics -  Techniques -  DataSouces  Miigaions -~  Groups  Software R
"ECHNIQUES Home > Techniques » Emterprise » Impair Defenses  Disable or Modify Tools
Disable or Modify Tools o
Dissble Windows Event Logging Impair Defenses: Disable or Modify Tools
Impair Command History Logging
Other sub-techniques of Impair Defenses (9 v
Disable or Modify System Firewall A & © 101562001
Indicator Blocking Adversaries may disable security finei and activiies. This may take the many forms, such as killng securiy software processes Sub-technique of: T1552
[ — or services, modifying / deleting Registry keys or configuration files so that toals do not operate property, or other methods tointerfere with security 10ols scanning or reporting information. ©  Tactic: Defense Evasion
© Platforms: Containers, laas, Lit
Disable Cloud Logs Adversaries may a‘\sw(amverwmh arifocts ‘dED\wyed and uﬂl\zed‘ by secumywo\: SEEUH“)‘WWH may e © g : t‘wm:mam vsibilty into Snemﬁck © Fermissions Reaured: e
vents. For example, security products may load their own modkules and/or modify those loaded by processes o faciitate deta collection. Smilar to Indicator Blocking, adversaries may unhook or
Safe Mode Boot @  Defense Bypassed: Antivirus,

‘otherwise modiify these features added by tools (especially those that exist in userland o are otherwise potentially accessible to adversaries) 1o avoid detection. [
Downgrade Attack Loganalysis, Signature-based o

Indicator Removal on Host - ©  CAPEC ID: CAPEC-S78

Zak by mél dojit ke zjiténi, Ze utoénik pouzil diléi techniku MITER ATT&CK ,,T1562.001 Disable or Modify

Tools* v ramci techniky ,,T1562 Impair Defenses*.

Poslednim tikolem je zjistit datové zdroje pro ttok:

Detection
D Data Source Data Compenent Detects
DS0017  Command Command Execution Monitor for ion of commands and s iated with disabling or mod af security software p services such as © inWindows, zeda spasl -
“maser-dizakls N MacOS, and sesenssres 0 in Linux
DS0009 | Process Process Termination Monitor processes for unexpected termination related to security tools/services.
DS0013 | Sensor Health Host Status Lack of expected log events may be suspicious. Monitor for telemetry that provides context for medification or deletion of information related to security software processes or services such as Windows Defender definition
files in Windows and System log files in Linux.
DS0019 | Service Service Metadata Monitor for telemetry that provides context of securfty software services being disabled or modfied.
DS0024  Windows Registry  Windows Registry Key Monitor for deletion of Windows Registry keys and/or values related to services and starup programs that correspond 1o security tools such as HKLMA\SOFTWARE\Microsoft\ AMSI\Providers.
Deletion
Windows Registry Key Monitor for changes made ta Windows Registry keys and/or values related 1o services and startup programs that correspond to security tools such as HKLM\SOFTWARE Policies\Microsoft\ Windows Defender.

Modification

Vystupem ulohy je vyse uvedeny obrazek datovych zdrojt pro Gtok popsany v ramcei blogu a nasledujici graf.
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Disable or Modify Tools - T1562.001

(ATT&CK® Technique)

D3FEND Inferred Relationships

Browse the D3FEND knowledge graph by clicking on the nodes below.

Process Termination

ey E=

Hardware-based Process lsolation K
" May lsglats %,

| Pracess Self-Madificatian Detection | RS
" *MayDetect %,
—

Procass Linzage Anslysiz Y Operazing System Process
" May Detect= % Disable or Modify Tools di

Mandatory Access Control oA

|

| Process Spawn Analysis [ __ N
7= May Devect

3.3 Klasifikace udaju z ticketii z hlediska MITRE ATT&CK

Cerveng je zde feSeni pro ucitele, feSeni zaka miize mit vicevariant

Ticket: 473822

Incident: Tangerine Yellow

Date: 2/15/2019 14:54:03

Description: cmd.exe commands via Pineapple RAT

Status: Assigned

The following commands were collected via Sysmon following Pineapple RAT
execution on the beachhead box.

ipconfig /all Discovery - System Network Configuration Discovery (T1016)
Execution - Command-Line Interface (T1059)

arp -a Discovery - System Network Configuration Discovery (T1016)
Execution - Command-Line Interface (T1059)

echo %$USERDOMAIN$\%USERNAME$ Discovery - System Owner / User

Discovery (T1033)

Execution - Command-Line Interface (T1059)

tasklist /v Discovery - Process Discovery (T1057)

Execution - Command-Line Interface (T1059)

sc query Discovery - System Service Discovery (T1007)

Execution - Command-Line Interface (T1059)

systeminfo Discovery - System Information Discovery (T1082)

Execution - Command-Line Interface (T1059)

net group "Domain Admins" /domain Discovery - Permission Groups Discovery
(T1069)

Execution - Command-Line Interface (T1059)

net user /domain Discovery - Account Discovery (T1087)

Execution - Command-Line Interface (T1059)

net group "Domain Controllers" /domain Discovery - Remote System Discovery
(T1018)

Execution - Command-Line Interface (T1059)

netsh advfirewall show allprofiles Discovery - System Network Configuration
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Ticket:

Incident:

473845

Date: 2/16/2019 10:14:44

Description:

Status:

MD5 = dcf574b977e291el159%3efeddc9e5075
bc50bfcelad9753a6be7448e350al5¢clb7£719cc

SHAL =
SHA256

18548a48£2c30070dc3982bb04ab004a9491aab5cl1933ad73a84c0deld816cdl3
Filename = winspool.exe Defense Evasion - Masquerading (T1036)

Assigned

Analysis notes:

C2 protocol is base64 encoded commands (Command and Control - Data Encoding
(T1132)) over https (Command and Control Standard Application Layer Protocol
) . The RAT beacons every 30 seconds

(T1071)

requesting a command.

So far the following commands have been discovered and analyzed:
(upload a file server->client)
(download a file client->server)

UPLOAD file
DOWNLOAD file

Remote File Copy (T1105)

SHELL command

Interface (T1059)

PSHELL command

Powershell (T1086)

EXEC path

Tangerine Yellow

Pineapple RAT analysis

(runs a command via cmd.exe)
(runs a command via powershell.exe)

(executes a program at the path given via CreateProcess)

- Execution through API (T1106)

SLEEP n

(skips n beacons)
Sandbox execution artifacts for winspool.exe

Network traffic:

10.1.1.

(T1043)
129.83.
10.1.1.
129.83.
10.1.1.
129.83.
10.1.1.
129.83.
10.1.1.
129.83.

1:12442 -> 8.8.8.8:53
8.8.8.8:53 -> 10.1.1.1:12442

44.12:443 -> 10.1.
1:24123 -> 129.83.
44.12:443 -> 10.1.
1:24123 -> 129.83.
44.12:443 -> 10.1.
1:24123 -> 129.83.
44.12:443 -> 10.1.
1:24123 -> 129.83.
44.12:443 -> 10.1.

File activity:

Copy C:\winspool.exe -> C:\Windows\System32\winspool.exe Defense Evasion -

Masquerading (T1036)
Registry keys added:

HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run\winspool

REG_S%

3.4 Testovani 1. verze projektu Attack Flow

ISP

1.1:24123
44.12:443
1.1:24123
44.12:443
1.1:24123
44.12:443
1.1:24123
44.12:443
1.1:24123

Command and Control -
Execution - Command-Line
Execution -

Execution

(query A www.mltre.orq)
(response A www.mltre.org A 129.83.44.12)
10.1.1.1:24123 -> 129.83.44.12:443 Command and Control - Commonly Used Port

Jakmile se seznamite se specifikaci Attack Flow, zkuste pouzit Attack Flow Designer GUI k zobrazeni nebo

vytvoreni vlastniho Attack Flow podle postupu:

1. Piejdéte na stranku vydani a stahnéte si attack flow designer.zip a také corpus.zip.

2. Rozbalte tyto dva soubory.

3. 'V adresari attack flow designer poklepejte na index.html a oteviete jej ve webovém prohliZeci.
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4. Uvnitt Attack Flow Designer ptejdéte do File — Open Attack Flow. Prejdéte do adresare korpusu a oteviete
jeden ze soubort *.afd.

5. Chcete-li vytvorit sviij vlastni Attack Flow, obnovte stranku. Kliknéte pravym tlac¢itkem na pracovni plochu
Attack Flow a vytvoite uzel. Pietazenim z ikony zastréky spojite uzly (v souladu s pravidly specifikace Attack
Flow).

6. UlozZte sviij Attack Flow v jednom ze dvou formata:

e File — Save Attack Flow: ulozi soubor s pfiponou *.afd. Tento soubor je vhodny pro otevieni pro
upravy v Attack Flow Designer.
e Soubor — Publikovat Attack Flow: ulozi soubor *.json, ktery odpovida specifikaci Attack Flow; tento

soubor je kompatibilni s dal§imi nastroji Attack Flow.

Vystup testovani:

DATA PROPERTY

Shrnuti a zavér

MITRE ATT&CK byla v dob& zpracovani materialu ve verzi 11 — neboli se rychle rozviji. Slouzi jako zaklad pro fadu
projektt, na kterych pracuje cela fada firem.
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